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INTRODUCTION

CIO’s don’t have proper
insight into software
design for the effective IT
decision making.

In this paper, two topics are addressed. In the first
part, the results of a survey are shown of 500 IT
leaders and their technical objectives. In the second
part, the value of Software Intelligence is shown
from a risk, cost and value perspective.
This paper is about the value Software Intelligence.
So, what does this mean? The Wikipedia definition
is as follows:
“Software Intelligence is insight into complex software structures
produced by software designed to analyze database structure,
software framework and source code to better understand and
control complex software systems in Information Technology
environments. Similarly to Business Intelligence (BI), Software
Intelligence is produced by a set of software tools and techniques
for the mining of data and software inner-structure. End results are
information used by business and software stakeholders to make
informed decisions, communicate about software health, measure
efficiency of software development organizations, and prevent
software catastrophes.”
“Basically, Software Intelligence creates understanding into software health and architecture, end to end transaction ﬂows, data
access patterns and more, helping teams decide conﬁdently and
work faster. Getting the right kind of Software Intelligence for your
organization can help streamline the application portfolio, improve end-user satisfaction, speed time-to-market, prevent business
disruption and reduce cost, enabling IT organizations to break
down software complexity and tackle the next wave of innovation”
METRI observes in the industry that many organizations lose grip
on their Application Portfolio. On the one hand a lot of legacy systems are still running, usually forming the backbone of the organization. On the other hand, especially after adopting agile methodologies to develop software faster and better, new software is
integrated into the portfolio almost on a daily basis. And Lehman’s
law of Software entropy still applies! Every new release of software
result in a weaker structural quality of the application, resulting in
a higher TCO. Considering this, and the fact that any organization
can go out of business really fast when the wrong software system
goes down for too long, it becomes apparent that it’s crucial to
understand the structural quality of the application portfolio and
base decisions on data instead of ‘gut feeling’. Software Intelligence provides automatically a detailed overview of the application
portfolio, the risks regarding security, performance, robustness,
maintainability and transferability of the applications. It shows the
technical debt, the critical violations, and the technical and functional size of the applications, and even the size of software releases.
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And here it becomes even more exciting. Once the
functional size delivered by a team per sprint, or release
is measured in an objective way, it suddenly becomes
possible to compare the performance (productivity,
speed, quality) of teams to each other in a meaningful
way. And compare the teams with the market. METRI
observes a factor 10 difference between best-in-class
performers and worst-in-class performers. Insight into
the performance of teams in combination with the risks
and cost of the applications, provides senior management the right control levers to manage the organization.
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IT LEADER SURVEY
ANALYSIS

“Low software
intelligence leads
to bad technology
decisions”

1

Digital business is now an imperative – more than half of today’s
companies have digital business plans in place – but setting a
digital transformation roadmap and meeting key milestones
is easier said than done, especially when you’re dealing with a
broadly dispersed legacy technology stack.
Organizations must become digital-first to remain competitive
in an ever-connected, technology-based and consumer-driven
landscape, yet the vast majority of chief executives lack effective Software Intelligence to make smart technology decisions
that protect their business while driving continuous modernization.
Without high-level metrics around software health that foster an understanding
of software structure, the way it’s architected and its complexity, modernization
decisions are made in an information vacuum. This kind of blind decision making
often exposes IT into security vulnerabilities or inefficient software design that can
lead to service disruptions and downtime.
This survey concerns 500 IT
leaders, including 150 CIOs,
125 software architects and 125
application owners, at mid- to
large-size organizations regarding
their technology objectives and
their ability to meet these goals
based on the Software Intelligence
they have around existing software
portfolios. This research exposes
key areas where IT leaders lack
Software Intelligence and digs
deeper into top challenges as they
look to meet the digital imperative
while trimming IT costs, improving
security and enabling the adoption of emerging technologies.
What’s interesting about our CIO
survey respondents is that they
don’t report a lack of technology
capabilities. If the business needs
it, IT can usually deliver. But what
is lacking is clear and consistent
insight into software systems that
are critical to business operations.
There are two primary challenges
here.

KEY FINDINGS:
CIOs don’t have proper
insight into software
design for effective IT
decision making.

IT organizations can’t
fix software defects
fast enough, and this
drastically slows down
efforts to digitize.
Software architecture
skills are valuable
and broadly needed
to truly usher in the
next age of digital.
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“LOW SOFTWARE INTELLIGENCE LEADS
TO BAD TECHNOLOGY DECISIONS”
CHALLENGE #1: PREVALENCE OF LEGACY
TECHNOLOGY

CHALLENGE #2: INCONSISTENT DATA ON
SOFTWARE DESIGN AND MAINTENANCE
EFFORT

FOR MOST, AT LEAST 25% OF THEIR LEGACY SYSTEMS ARE STILL SUPPORTING CRITICAL BUSINESS
OPERATIONS

50:50 IT BUDGETS SPENT ON MODERNIZATION VS.
MAINTENANCE

Particularly with the larger institutions we surveyed, legacy systems continue to plague digital progress. Most
survey respondents reported that at least a quarter of
their mission- critical systems are composed of legacy
software, meaning that it would be very difficult to modernize or replace these systems with minimal disruption to the business. Given that it’s usually 20% of systems
that run 80% of the business, that means that most of
the core systems for most companies are still legacy.

Poorly understood applications can become one of
the biggest drags on IT maintenance budgets. Compounding the problem of a legacy technology stack,
an alarming rate of IT leaders are using antiquated and
inconsistent measures to calculate wasted maintenance
effort that fail to consider architectural complexity.
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It’s broadly accepted that about 50% of IT budgets
are spent on application maintenance efforts, and our
research confirms that standard. Fully a third of survey
respondents report they spend 50% of their budget on
software maintenance, leaving the other half for transformational initiatives.

59%
54%

Percentage of Respondents

It’s common for the developers who put these systems
in place many decades ago to have retired. And when
they retired, they took with them all the knowledge of
the system architectur and critical dependencies. Even
Java-based apps written in 2010 can become obscure
after enough staff turnover. This frequently
results a situation where there is little knowledge of
these legacy systems, making them extremely difficult
to modify without making mistakes. In fact, our 2017
survey of developers found that barely half (54%) of
developer teams fully understand system architecture.

33%

35%
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76 – 100%

When attempting to reduce maintenance overhead,
either through refactoring or rationalization, about half
(51%) of CIOs report they “have some knowledge of
current applications,” but just 30%
base decisions on direct feedback from their software
architects – the professionals who understand the most
about the complex workings of applications and their
use within the organization.
42% of CIOs use external benchmarking reports, 38%
look at the previous year’s budget and 37% report they
look at the software itself to understand maintenance
effort.

51%

I Have Some Knowledge Of Current Application Performance

42%
4

I Use External Expertise & Benchmarks

38%
38
3
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I Based It Off Last Year’s Budget

By Looking At The Software Itself

37%
37
3
7
30%
30
3
0
11%

Based On The Opinion Of My Architects

I Don’t Know

Without a clear and consistent means of targeting application improvement efforts, CIOs may find themselves
in the hot seat with senior leadership as they are held
accountable for reducing complexity, staying on budget
and how quickly they are modernizing to keep up with
business demands.
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“DEVELOPERS CAN’T FIX SOFTWARE DEFECTS FAST
ENOUGH”
DEVOPS MISTAKE #1: OVER-RELIANCE ON
AUTOMATED TESTS

released. A recent study by the University of Zurich
supports this finding and points to the broader issue of
an over-reliance on automated testing.

With legacy systems comprising more than a quarter
of most IT portfolios, moving beyond maintenance to
modernization is a top priority for CIO respondents.
One modernization method is to adopt DevOps, or

The University of Zurich researchers found that only 11% of
the 148,734 builds in their analysis were subject to a code
quality check. Furthermore, they found no real implementation of continuous code quality checks that you would

PLANNING

DESIGN

BUILD

TEST

some form of automation in software release pipelines
to speed consistency in delivery, but these initiatives
are not always successful. In fact, Gartner predicts that
through 2023, 90% of DevOps initiatives will fail.

expect to find in DevOps. The practitioners who were
evaluated claimed to be doing continuous integration, yet
they only ran monitoring tools at the end of a sprint, and
only 36% of branches were checked in those scans.

Successful DevOps is about automating software testing, but it’s also about being able to roll-back features if
they don’t work in production. This is commonly called
the “fail fast” method, and it can place a heavy risk burden on CIOs and IT teams who are working as quickly as
possible to meet business demand.

Implementing Software Intelligence earlier in the SDLC,
like in the design phase, can help teams address software resiliency, quality and security issues before they
become real problems and leak into customer-facing
products and services.

For companies like Netflix, fail fast presents a very low
risk to their overall business model. If a customer is at
home watching a sitcom and it stalls out for 30-seconds,
there’s no real problem, just a bit of an inconvenience
for the user. But for an organization like NASA, releasing
software with security defects that causes even a 30-second glitch can mean catastrophe.
Most organizations are neither Netflix nor NASA, so
when deploying DevOps, it’s important to agree where
each business process is on that spectrum.

DEVOPS MISTAKE #1: OVER-RELIANCE ON
AUTOMATED TESTS
According to our survey respondents, 13% of software
performance issues that could impact customer experience were not found until after the application was
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Integrated as part of the DevOps toolchain, Software
Intelligence to scan all components within a system’s
architecture can be automated along with other continuous integration processes to help teams release more
frequently and with more confidence that software risk is
being reduced and quality is improved.
50%

Application Performance Monitoring
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44%
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42%
40%

Track (Running Stack Traces)

Sandbox Testing (Pre-production))

40%

Static Code Analysis

36%

Service Desk Tickets

1%

Use Third Party Specialists

DEVOPS MISTAKE #2: MEAN TIME TO RECOVERY IS TOO LONG

A newer term – value stream management – is gaining
popularity to help DevOps translate into real digital
business drivers. By quantifying the value delivered,
value stream management directs a focus on business
outcomes while flagging waste in development, giving
better end-to-end visibility to all stakeholders involved.

70% OF CIOS REPORT THEIR TEAMS SPEND MORE
THAN 50% OF THEIR TIME FINDING A PROBLEM VS.
FIXING THE PROBLEM
Persistent challenges in establishing successful DevOps
processes and the legacy “black box” continues to prevent dev teams from weeding-out defects in a speedy
manner. Putting a tangible and repeatable measure
around mean time to recovery (MTTR) will help teams
track development performance metrics like cycle time,
cost of delay and how long it takes to improve software
quality and security from scan to scan.
33%

35%
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This identification of wasted time in development can
also point towards areas of increased software complexity, overly coupled modules and poor changeability
that must be addressed to remove bottlenecks.
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With 41% of CIO respondents reporting they review
software performance reports daily and 33% reporting
they review software performance reports weekly, there
seems to be no shortage of data. Yet, this data remains
un-actionable since it’s retroactive
and does not identify metrics around software complexity or changeability.
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Less than 50% of CIO respondents believe their organizations have enough insight into software architecture
to make the best build, buy and retire decisions.

and empower developers with insight into how their
work will have a direct impact on the organization’s
success.

“FULL STACK” UNDERSTANDING OF SOFTWARE WILL
DRIVE THE NEXT WAVE OF DIGITAL INNOVATION”
WHAT INFORMATION IS MISSING WHEN
YOU MAKE BUY, BUILD OR RETIRE DECISIONS?
Most CIOs report wanting more information on software
quality and security to make better decisions about the
software they should build, buy or retire as they evolve
towards digital business platforms.
A large part of digital success will be to design systems that are cloud native, robust, secure, performant,
loosely coupled and easily changeable. This requires
a “shift-left” into the design stage, hence IT leaders are
requiring more developer talent that understand system
architecture and how to write cleaner code.
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w
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w
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39%

30%

20%

Buy decisions

Build decisions
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It’s no surprise that 45% of our survey respondents say
that full stack developer skills are their top priority in
recruiting new talent, with secure software architecture skills coming in at a close
45%
second and DevOps skills a
distant seventh place.
43%

DOES SOFTWARE INTELLIGENCE MAKE A
DIFFERENCE TO CIOS?

37%

Full Stack Developer Skills

41%

Secure Software Architecture Skills

Developers Who Understand
Business Functionality

42%

42%

Developers Knowing More
Than Five Coding Languages

41%
39%
33%

To succeed as a digital busi32%
ness, CIOs are clearly feeling
25%
the heat of understanding software architecture and looking
for more insight into software health. In short, they are
looking for better institutional Software Intelligence to
smooth the transition to DevOps, make better decisions
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Software Intelligence creates understanding into software health and architecture, end to end transaction
flows, data access patterns and more, helping teams decide confidently and work faster. Getting the right kind
of Software Intelligence for your organization can help
streamline the application portfolio improve end-user
satisfaction, speed time-to-market, prevent business
disruption and reduce cost, enabling IT organizations
to break down software complexity and tackle the next
wave of innovation.

Cloud Skills

39%
33%
36%

Pure Software Engineering Skills

Microservices/DevOps Skills

Legacy Coding Language Skills

33%
39%

“Software Intelligence is
so important because you
can put a concrete number
behind the software you
are using to run your
business”
– Cristina Alvarez, former CIO of Telefonica
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THE VALUE OF
SOFTWARE
INTELLIGENCE

What Information Is
Missing When You
Make Buy, Build Or
Retire Decisions?

2

After reading part 1 of this paper, it becomes obvious that many
organizations are struggling with the grip they have on their
application portfolio. A lack of insight prevents a lot of decision
makers to make the right decisions regarding quality, cost and
risk. In this second part of this paper, we show which metrics are
measured when using the CAST technology in combination with
METRI facts and the value this combination brings. Although
there are many different usecases, in this paper we are focusing
on the three main ones:
1. Application Portfolio Management – Software Intelligence
using CAST Highlight
2. Application Quality/Risk management - Software Intelligence
using the Application Intelligence Platform
3. Supplier Performance Measurement – Software Intelligence
to understand the performance of your (agile) software development teams
RAPID PORTFOLIO ANALYSIS – SOFTWARE INTELLIGENCE USING
HIGHLIGHT
CAST Highlight is a leading SaaS Digital Readiness Platform that consolidates
Software Intelligence to track hidden risks in the custom & open source software
portfolio of an organization. With Highlight, it becomes possible to create a detailed overview of the application portfolio, the business value of the applications,
the size, the cloud-readiness, security and other relevant characteristics. It assesses and tracks the application portfolio health and it enables you to build a smart
cloud transformation roadmap based on fact-based software analytics. Furthermore, it identifies vulnerabilities (CVE’s) in Third-Party and Open Source software
across your Application Portfolio and it detects data privacy issues hiding in the
software.
Highlight can be deployed very fast and the results can be visible within a few
days. There are 3 steps to carry out:
STEP 1: DISTRIBUTED AND LIGHT SPEED ANALYSIS
Enroll all your project leads or application owners, they download an agent, scan
their code and answer a few questions. For continuous monitoring, the agent integrates within the CI/CD environment through. Hundreds of project leaders can
complete the process simultaneously in minutes.
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STEP 2; UPLOAD ENCRYPTED RESULTS INTO
PRIVATE, SECURE CLOUD
Upload an encrypted analysis file results to our portal.
CAST Highlight is compliant with the highest regulations, standards, and best practices in security. And again,
no source code is gathered by this process.

STEP 3; UNPRECEDENTED MANAGEMENT
INSIGHT
Highlight uses your survey responses to contextualize
the source code-based intelligence to instantly generate dashboards and analytics (heat maps, charts, tiles,
etc.) Bring data and facts to your IT budgeting, sourcing
strategies, cloud migration and application portfolio
rationalization decisions. These metrics can also be consumed in your organization by the public API.

20

APPLICATION QUALITY/RISK ASSESSMENT SOFTWARE INTELLIGENCE USING THE APPLICATION INTELLIGENCE PLATFORM

Where Highlight is a solution to get a quick overview
of the application portfolio, the Application Intelligence Platform (AIP) is a code analyzer that measures the
quality of the application and exposes all the risks in an
application regarding security, performance, maintainability, robustness and transferability. An overall Total
Quality Index is reported as well as the critical violations
it has found. This tooling goes far beyond similar solutions in the market, as it measures against all available
standards and coding best and worst practices available
in the market.

A separate Engineering Dashboard shows the development team which violations have been found, where in
the code these reside, why these are violations and how
to fix them. It becomes possible to improve the quality
of the application and reduce the risks in a very short
term.

In addition, a separate Security Dashboard is available,
providing a detailed view on the issues from a security
point of view.

It analyzes individual software components, the interactions between those components, and access to data
layers for a holistic view of the true health of complex
systems. AIP has the unique ability to identify the critical
flaws that really matter, i.e the hard-to-find architectural
problems which lead to unpredictable stability, performance, security and data integrity issues. It can analyze
any data structure and the millions of lines of code
across multiple technologies, components, and frameworks. It’s how enterprise-grade applications are build
and it’s how AIP analyzes them.
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SUPPLIER PERFORMANCE MEASUREMENT
– SOFTWARE INTELLIGENCE TO UNDERSTAND THE PERFORMANCE OF YOUR (AGILE) SOFTWARE DEVELOPMENT TEAMS
The last usecase concerns using the AIP tooling to
measure team performance. METRI observes a decline
in confidence in agile of senior management in many
organizations. Especially where there are many agile
teams. In many cases middle management has disappeared as the teams are empowered to make a
lot of decisions themselves. Unfortunately, one
of the least mature practices in agile methodologies is the ‘Estimation and Performance Measurement’ process. In most cases, agile teams use
story point metrics to estimate their work and
even to base performance figures (velocity) on.
As story points is a non-standardized unit of
measurement, story point metrics can’t be used
outside of the team. And even in one team,
there is often story point inflation through time. Unfortunately, many agile coaches and evangelists claim that
functional size measurement in one of the ISO certified
methods is not possible in agile, which is absolutely not
true. Function Points is still the only standardized method of measuring the output of software development
team. Estimation and Performance Measurement based
on functional size and historical data is a Best practice
that is also advocated in the Software Cost Estimation
Body of Knowledge that is published in 2019 by the
International Cost Estimation and Analysis Association
(ICEAA) and Nesma.
Many organizations have tried to implement functional
sizing in the past but did not succeed. Until 2015, function point analysis could only be done manually, based
on documentation. You needed scarce expertise of
certified function point analysts and the documentation
had to comply to certain characteristics for the analysts
being able to measure the functional size. This usually
demanded a level of maturity that simply was too high
for most organizations. Being a cost center, the estimation and software metrics centers were often the first to
disappear when organizations went through a new cost
savings program.
Since 2015 however, there is an international standard
for automated Function Point Analysis available, published by the Consortium for IT Software Quality (CISQ).
This overcomes many of the issues encountered before,
except that you need a tool that is able to measure the
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automated function points. The AIP platform currently
is the only tool on the market that measures automated
function points according to the CISQ standard. The
results are comparable to traditional manual measurement with the Nesma or IFPUG method. A study of 20
double blind measurements show an average deviation of +/- 5% compared to the manual counter. This is
comparable to the difference that two manual counters
usually produce.

In addition to the AFP, which measures the functional
size of an application in function points, the real power
lies in the EFP, the enhancement function points. When
assessing the performance of teams, it’s crucial to determine the output these teams produce. Simply comparing the AFP after a sprint or release against the AFP
before it does not work. It is possible the team added
functionality, changed functionality and deleted functionality, which means the application size may be lower
if more functionality is deleted than added, but still a lot
of work was done. The Enhancement Function Point metric measures the functional size added, the functional
size modified, and the functional size deleted. This gives
a detailed overview of the team output, expressed in an
international standard. Therefore, the following metrics
can be determined:
•
•
•
•

Productivity: team effort hours / EFP
Cost Efficiency: team cost / EFP
Velocity: EFP / month
Project Quality: Defects / EFP

As the metrics are based on a standard, it becomes
possible to compare the metrics within the organization
to understand which teams high performers and which
teams are low performers. This is the basis for improvement. In addition, it becomes possible to benchmark the
teams against the outside world. In case of outsourcing
application development to external suppliers, these
metrics can be used as KPI’s in the contract, together with
the quality metrics from the AIP dashboard.

Application Development is extremely important nowadays and performance monitoring and improvement is
an absolute necessity, especially in agile where changes
are embraced and where certain features are sometimes reworked in several sprints, raising the total cost.
In the following figure, an actual case is shown of an agile team provided by a nearshore provider. The metrics
are converted to an index, where the market average, as
determined in the METRI database, is 1. Higher than 1 is
better than market average, lower than 1 is worse than
market average.

In the first measurement, which is usually the case when
measuring external agile teams, the metrics all were
considerably below market average. At that time, both
the supplier and client organization invested in understanding the reasons for underperforming, which resulted in a number of improvement actions. The second
measurement, showed an incredible increase, resulting
in a huge overperformance of the team against the
market average. It really works like that. Once you start
measuring, things will improve. The CIO in charge,
decided after the second measurement to focus on productivity and speed, which is reflected in the high speed
index in measurement 3 and 4.
METRI Supplier performance measurement is an objective method to understand the performance of the
teams in order to be able to improve.

CONCLUSIONS
In this report, two topics are addressed. In the first part,
the results of a survey were shown of 500 IT leaders and
their technical objectives. The results show that the IT
leaders are struggling with the ever-changing IT world
and the lack of insight they have into their own application portfolio. Software Intelligence is necessary to make
the right decisions, but most decisions are made on a
gut feeling instead of objective data.
In the second part, the value of Software Intelligence
was shown from a risk, cost and value perspective.
Three main usecases have been shown. The first is the
possibility to use Highlight as a quick bit extensive portfolio analysis tool, resulting in a detailed overview of the
health of the portfolio, as well as the risks regarding for
instance security. This also shows the cloud-readiness
per application, enabling the possibility to build a realistic cloud migration roadmap.
The second usecase shows the value of an application deep dive using AIP. It becomes possible to get a
holistic view of the application, including all the interactions between the different components and layers. The
Health dashboard shows management the risks in the
application regarding health factors such as Security,
Efficiency, Maintainability, Robustness and transferability. The Engineering dashboard allows the development
team to understand the critical violations in the code,
why these are marked as critical, and how to solve them.
This way the quality of the application can be improved
quickly, resulting in less risk and maintenance cost.
The last usecases shows how the AIP platform measures
the output of teams in an objective and standardized
way, making it possible to determine team performance
metrics that can be compared between teams and with
the outside world. Also the typical results are shown,
where a baseline measurement of an external team are
well below market average, after which a significant
improvement can be reached.
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