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Summary
Network connectivity is increasingly considered a business 
topic. It is an important prerequisite for managing em-
ployees and for providing optimal service to external custo-
mers. IT would like to meet more business needs like agility, 
better performance of applications running on the network 
and better connections to cloud services. At the same time, 
cloud as a delivery model has broken through, which greatly 
changes the nature of the demand for connectivity. Market 
parties increasingly expand their WAN (Wide Area Net-
work) services from an on-demand model in the market. 
This also partially applies to LAN connectivity. As with 
other IT infrastructure facilities, customer organizations are 
keen on this type of service.

More agile
Different variants of network virtualization such as Software 
Defined WAN (SD WAN) and Network Function Virtua-
lization (NFV) introduce a software management layer in 
the network, enabling customer organizations to use WAN 
connectivity more as an integrated service. Multiprotocol la-
bel switching connections (MPLS) and retail Internet can be 
combined and used integrally as a carrier for the application 
stack. The WAN has become a hybrid network that combi-
nes high quality with a cost-efficient approach. The service 
is more agile because engineers are no longer needed to as-
semble connections and configure network hardware. Client 
organizations use standard hardware themselves and manage 
it from a customer portal. A check mark in this application 

initiates an automated process of delivery, with agility, also 
reflected in price and contract terms.

Carriers, telecom providers, and managed service providers 
embrace network virtualization to meet customer demand 
in a better way. Previously hardware-programmed features 
are available through NFV in the software of their network 
services. Expanding capacity, as well as WAN optimization, 
is now ticking a checkbox in the portal. Standardization of 
their hardware, network software and business processes 
enables providers to significantly improve the operational 
management of their network and to meet customer de-
mand much better and faster. A reduction in operational 
management costs goes hand in hand with the freedom for 
enterprise customers to shape their demand for connectivity 
themselves. At the same time, providers also get new oppor-
tunities to offer additional cloud services, together with their 
extensive renovation. In this paper, the examples of KPN, 
Masergy, NTT and Vodafone illustrate these developments 
that currently are taking place in the WAN service market in 
a striking manner.

Internet is a booster of change 
Cloud is going to play a bigger role in WAN services. First of all, 
by better connecting customer organizations to cloud services. 
Market parties come with separate connects to enable the use of 
cloud infrastructures in a more effective way. VLAN links, for in-
stance can connect all locations of a customer organization from 
a central point optimally to a cloud provider. These interconnects 
can be found in commercial data centers in the Amsterdam 
region, but more and more in the province as well. It is a first 
step in bringing network services to data center providers. The 
intelligence in the network that organizations need to have good, 
safe and reliable connections to the cloud is safely retrieved from 
any such data center like any other SaaS (Software-as-a-Service) 
application. At their own locations, as much as possible stan-
dardized hardware is used in combination with a standard local 
loop connection. A new delivery model for network services has 
been born.

As happened with other IT infrastructure components before, 
network service provisioning will increasingly move to external 
data centers. A good example of this innovation in connectivity 
is Randstad, a global staffing agency, that launched a major cen-
tralization endeavour of their IT-function last year. The former 
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decentralized approach, where country organizations managed 
their own IT environment, is replaced by central IT infrastruc-
ture based on public cloud services. The 50 data centers which 
are currently in use are transferred to three regional data centers 
hosted in the public cloud. In addition to the usual IT infrastruc-
ture components such as servers and storage, these data centers 
also provide connectivity to the cloud for thousands of Randstad 
locations. Standard retail internet connections gradually replace 
the existing MPLS connections. New network services play a 
vital role in this transformation.

Cost savings are not a priority
In this example costs are an important consideration. The argu-
ments to choose for innovation in the WAN in practice will be 
based on more qualitative improvements such as better applica-
tion support or an adequate facilitation of agility. In many cases 
where a new design of a WAN is considered, cost reductions are 
harder to make. Newcomers on the market base the prices on 
their services for a significant part on the premium prices paid for 
MPLS. At the same time, established market parties are willing 
to significantly lower the price of their MPLS services in a larger 
network tender. This results in little contrast of prices between 
old and new services. 

Strategic
This necessitates, even more, the need to strategically ap-
proach the innovation plans regarding the corporate network. 
Customer organizations must really think differently at this 
point. It is common with a WAN to reason from a here and 
now perspective. Focus lies on a better support for the existing 
application stack. At tactical and strategic level, there is a lot 
of attention to the cloud in the form of SaaS or external IaaS 
services. Strangely enough, at this point, the crucial role of 
WAN and the corporate network is often overlooked. This is 
because the responsibility and the strategy around the network 
in many cases are often delegated far away in the organization 
or handed over to a supplier. In this respect, the sourcing of 
connectivity in many organizations requires a reassessment, so 
the long-term view is the central point of focus.

The greater attention to strategic considerations is also valua-
ble, because in the new generation of WAN services, there are 
plenty of key points for solving a number of urgent bott-
lenecks. The example of the American starter 128 Technology 
shows that in 2017 by introducing session consciousness into 

the network, both reliability and security can be brought to 
a new level also behind the corporate firewall. In the pricing 
model, this newcomer also shows a glimpse of a promising 
future. From a certain size, the price of the network software 
is entirely based on the use of capacity. It is therefore a good 
example that, like no other, shows that network services 
eventually begin to fit into the usual on-demand consumption 
model.

Challenges
The switch to next generation WAN services seems to be an 
easy going project at first sight because the new technology 
can operate as an overlay on existing network infrastructure. 
However, this transition must not be underestimated and 
there are some serious challenges that need to be met proper-
ly. This is because services that were previously facilitated 
from hardware, such as a firewall or network traffic optimi-
zation in network virtualization perform their supporting 
functions completely in software. Gaps between the old and 
the new situation should be avoided.

The same also applies to knowledge, capabilities and skills. 
Organizations need new skills when network services beco-
me programmable. As with other data center facilities, infra-
structure and its management in the cloud delivery model are 
largely driven from templates. This requires a new vision for 
connectivity sourcing and the capabilities that are essential 
for realizing ambitious cloud plans while keeping in mind 
the larger roadmap for the network as well.
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Introduction
“Two bowls of strawberries, for the price of 
one, who helps me to get rid of them?” We 
know these kinds of screams for attention on 
the market all too well. Also in the enterprise 
connectivity market, slogans like SD WAN 
and Hybrid WAN attract all attention at the 
moment. Newcomers in the market shout 
from the rooftops that for WAN connectivity 
standard internet connections have become a 
fully-fledged alternative to the current MPLS 
services. “Is the end of MPLS nearby?” yelled 
a newsletter header recently. Also, established 
companies see new competitors emerge in the 
market and ensure that they also have an SD 
WAN offering on their menu.

This whitepaper is intended to clarify the emergence of 
different variants of network virtualization in the WAN 
connectivity market. The intention is to look beyond the 
hype. We detail the meaning of the term network virtu-
alization and what it has to offer to customers. Because 
on the demand side there is a number of pressing issues 
that require attention in the existing WAN services. For 
example, many customer organizations currently have 
limited vision of the performance of their WAN because 
of the way these services are currently being delivered. 
Network virtualization seems to be working as a breaker 
at the moment to better align supply with demand.

Virtualization makes it possible to retrieve, monitor 
and control subjacent network equipment and con-
nections from a central management layer. In addition 
to this technology-driven change, the market demand 
is changing. Cloud services have become much more 
important in a declining portfolio and will gain 
further importance in the coming years. This has a 
significant impact on the demand for connectivity. In 
addition, organizations want to consume connectivity 
as a service, like other IT infrastructure facilities. The 
advantage is that purchasing overcapacity is some-
thing of the past. You only pay for what you use.

Definition
There are currently two different movements around 
network virtualization in the market, which at first 
seem to coincide with the traditional distinction be-
tween demand and supply. This is, on the one hand, 
Software-Defined Wide Area Network Technology 
(SD WAN) and, on the other hand, Network Function 
Virtualization (NFV).

SD WAN offers user organizations the ability to use 
connectivity as an integrated service. It is a deve-
lopment that allows them among others to monitor 
network traffic much better and, for example, spread 
traffic automatically among multiple WAN connec-
tions based on policies. At the supply side, carriers, 
telecom providers, and managed service providers set 
up NFV to significantly improve the operational ma-
nagement of their network. By virtualizing network 
features and functions and no longer deliver them as 
an integrated part of a network hardware product, 
as is the current practice, they can meet customer 
demand much better and faster. At the same time, 
their operational management costs are significantly 
reduced.

When you abstract it, network virtualization in its 
most basic form is an application that runs on the 
network and makes components and connections and 
all kinds of features in this network programmable. 
Virtualization of the network has the potential to sig-
nificantly reduce complexity. In traditional networks, 
each network component that is part of the transport 

1
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layer that actually sends information from a to b, has 
its own management interface. This made the ma-
nagement and maintenance of the network difficult 
and costly.

Network virtualization is applicable within the cor-
porate network in, for example, a data center. Virtu-
alization techniques ensure that network components 
and connections are managed from an integral ma-
nagement layer. In addition to simpler management, 
this software layer, often referred to as the “control-
ler” or “control layer”, guides applications that want 
to use a network. A direct connection between the 
network infrastructure layer and the applications is no 
longer needed. Everything takes place via this control 
layer as shown in Figure 1. This makes the network 
much more dynamic and flexible.

It is striking that software-defined networking has 
had a significant impact in the enterprise connectivity 
market and less so in the data center market where it 
does have added value as well. In the WAN market, 
the management layer of SD WAN solutions ensures 
that customer organizations, apart from technology 

and their supplier, get a lot more insight into the 
performance of their WAN connections and poten-
tial connectivity problems in the application stack. 
It is exactly the fulfillment of this urgent need in the 
market, which drives the demand for network virtua-
lization. In the data center infrastructure market, this 
business case for an open and much more dynamic 
network is less easy to make.

The promise of network virtualization
Virtualization will change the dynamics in the network 
market. Like the hypervisor has cut the fairly tight link 
between enterprise-specific operating systems and server 
hardware, in the network market virtualization will also 
relieve network administrators of network functions that 
are now embedded in the hardware. The customer will 
receive a router as simple and standardized as possible. 
All network-related services are then made available 
through software. This is also called a Virtual Customer 
Premises Equipment or a vCPE approach. And last but 
not least: the emergence of SaaS as a corporate manage-
ment platform will give customer organizations more 
freedom in self-compliant networking.

Figure 1. An architectural representation of  a software defined network. Source: Open Networking Foundation
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Scope of the report
Network virtualization provides new capabilities and 
tools that enable a much more dynamic deployment 
of network connections and facilitate network func-
tions, user and hardware management. A software 
management layer enables network hardware and 
connections to be much more transparent and flexible 
than is currently the case.

This report focuses on the impact that network 
virtualization has on WAN connectivity and the way 
telecom providers respond to changes in demand. In 
the network market, virtualization seems to result in 
a new dynamic, enabling the market to better meet 
customer demand.

Through this approach and scope, the following ques-
tions will be considered in this whitepaper:

1. In what way has the arrival of network virtu-
alization changed the nature of WAN services in the 
market?
2.	 How	can	organizations	better	fulfill	their	
business-driven demand for connectivity with these 
next generation WAN services?

Approach
This whitepaper has the following approach. In the 
next chapter, attention is given to the changes in the 
market. In this chapter entitled ‘Innovation in the 
market is in full swing’ the spotlights will be on what 
the market has to offer. Here we will see that it’s bub-
bling in the WAN connectivity market, which traditi-
onally has been quite conservative. 

Aspect Description

Directly programmable Network control is directly programmable because it is decoupled 
from forwarding functions.

Agile Abstracting control from forwarding lets administrators dyna-
mically adjust network-wide traffic flow to meet changing needs.

Centrally managed

Network intelligence is (logically) centralized in software-based 
SDN controllers that maintain a global view of the network, 
which appears to applications and policy engines as a single, 
logical switch.

Programmatically configured

SDN lets network managers configure, manage, secure, and 
optimize network resources very quickly via dynamic, automa-
ted SDN programs, which they can write themselves because the 
programs do not depend on proprietary software.

Open standards-based and vendor-neutral

When implemented through open standards, SDN simplifies 
network design and operation because instructions are provided 
by SDN controllers instead of multiple, vendor-specific devices 
and protocols.

Figure 2. Properties of  software defined networking. Source: Open Networking Foundation
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Newcomers bring the necessary agitation, but it is 
also because existing players with a lot of fuss include 
software defined networking in their services to better 
respond to the cloud era. Then we pay attention to 
market expectations. One of the reasons why SD 
WAN is at the beginning is the fact that customer 
organizations are very careful with trying new oppor-
tunities.

In the chapter “The demand for WAN connectivity”, 
we show how the demand for WAN connections is 
influenced by the rise of the cloud delivery model. We 
focus on bottlenecks in existing WAN services and the 
considerations and motives that take place in custo-
mer organizations to renew their networks.

In addition, we show which business benefits organi-
zations can achieve by buying network services that 
are much more dynamic of character. Network virtu-
alization enables better connections with the cloud, 
accelerates delivery of network services, reduces costs, 
and harmonizes profoundly the underlying network 
architecture. We conclude this chapter with the 
increased flexibility and the operational risks that are 
relevant when organizations choose a major change.
Next, the vision of five market participants which 
contributed to the creation of this whitepaper is 
discussed. 128Technology, KPN, Masergy, NTT Com 
and Vodafone give everyone their vision of next-ge-
neration WAN services and how they wish to better 
meet customer demand. We conclude this paper with 
a summary of the key conclusions.
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Innovation in the 
market is in full 
swing
Customer organizations prioritize on different 
requirements in their connectivity demand. Mar-
ket players stumble into each other to meet these 
demands. Newcomers play a prominent role in 
the market. This could be start-up companies 
that launch state-of-the-art technology based on 
a new paradigm, but also managed service provi-
ders that provide bandwidth and other network 
services based on their own leased line infrastruc-
ture. Don’t exclude the established parties who 
are currently undergoing a real metamorphosis 
with network virtualization as a key element, and 
significantly adjust their services to meet custo-
mer demand faster and better.

Customer demand changes
This dynamic in the market is fuelled not only by 
technological innovation. The transformation of the 
market is also driven by the fact that customers don’t 
want to own technology, but rather consume it as a 
service. This certainly also applies to network services. 
Besides, there has been a trend in the Western Euro-
pean market for the service provider in WAN services 
also to be responsible for managing the network hard-
ware as well, in addition to the connections. 

But network virtualization carries the promise to take 
the pressure off the customer, and at the same time, 
through a SaaS management platform, to give custo-
mer organizations more control over the shape and 
form of their network services.

Chapter structure
In this chapter, we show some relevant forces in the 
next generation WAN service market. We focus on 
the expectations of technology and existing service 
providers that customer organizations have. In some 
areas, these expectations of customers and their sup-
pliers overlap; in others, they vary widely. After that, 
the market participants that apply network virtuali-
zation in their services will be in the center of attenti-
on. Then we’ll look at telecom companies, managed 
service providers and cloud service providers. We end 
this chapter with a section on market expectations.

Expectations of customer organizations 
and providers
Network virtualization is good news from the custo-
mer organizations’ point of view because it provi-
des enterprise customers with new opportunities to 
greatly improve the performance, management, and 
security of corporate networks (LAN or WAN). A 
central SaaS-based management environment allows 
customers to “click” and choose their own demand 
for connections and other networking features. This 
is good news for ease of management and agility. For 
example, in a WAN environment, it allows customers 
to expand a point-to-point connection between a cen-
tral location and an overlay to one large virtual LAN.

Customer organizations name lower operational costs 
and more flexible network management as the main 
reasons to work with virtualized network services in 
their corporate network. On the customer side, the 
combination of standardized network hardware will 
reduce operational costs around the network and 
management effort. Secondly, there will also be an 
improvement in security and lower investment costs 
as additional motivations.

2
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Network virtualization is also good news for telecom car
riers, cloud market players, and their suppliers. Network 
virtualization fundamentally brings new possibilities for 
network design and management, enabling providers to 
meet customer demand better and faster. It’s not neces-
sary to have ‘a guy’ everywhere. In many cases, sending 
a standardized CPE hardware device will be sufficient 
to unlock customer locations and provide the requested 
network features. 
In addition, in a programmable network, providers can 
dynamically adapt their services to customer demand 
without requiring costly network hardware upgrades.  
Figure 4 shows the expectations that telecom companies 
have regarding a network, where network features are 
developed in software and customers gain access to the 
WAN service through a standard device. As with their 
customers, lower operating costs are also an important 
reason for telecom companies. This reduction in operating 
costs is not the main motive. Telecom companies see the 
emergence of new market opportunities as the main rea-
son for renewing their network infrastructure and making 

the network programmable. Reduction of investment 
costs and new opportunities to make security an integral 
part of the network service are only of secondary impor-
tance, just as with user organizations.
If you dive deeper into the wishes about network virtuali-
zation of customer organizations and providers, then the 
nuance differences are greater, as shown in Figure 5. For 
providers, network virtualization is an important means 
of setting up their own network to be less dependent on 
network providers. Openness and interoperability of 
network software and hardware are named by providers 
as the main point.
This standardization is also identified by customer 
organizations as the main point, although for them the 
difference between more openness and the desire to have 
an integrated SaaS management tool for the network is 
less significant than for providers.  For customer organi-
zations, the performance of applications is important 
and the associated support of L4-L7 functions (from the 
Osi model). Providers attach greater importance to ease 
of implementation and support of routing and switching 
features (L2-L3 functionality).

Figure 3A. Top drivers for demand organizations to adopt virtual cpe 
(primary). 

Figure 3B. Top drivers for demand organizations to adopt virtual cpe 
(secondary). Source: SDxCentral

Figure 4A. Top drivers for providers to adopt virtual cpe (primary).

Figure 4B. Top drivers for providers to adopt virtual cpe (secondary). 
Source: SDxCentral
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Carriers and telecom companies
Telecom companies and international carriers are 
currently updating their network cores and orchestra-
tion platforms so that they can offer network featu-
res virtually. Customers will be able to request and 
modify network services as capacity through self-ser-
vice portals. Delivering and realizing these services is 
accelerated because, with the further virtualization of 
the carrier network, the manual work is cut off from 

delivery as much as possible. Regular networking 
functions, necessary at the location, including routing, 
security, VPN tunnelling and WAN optimization, are 
available as a service on the network and no longer 
needed to be delivered in physical hardware to the 
customer location.

Software enables agility
In addition to better serving the customer, with this 
approach providers also want to reduce their own 
operational costs. Programming their core network 
and different access networks from fiber to wireless 
broadband ensures that providers can save significant 
costs on their operational management. By linking 
this renewal to operational management and busi-
ness information systems, services are set in motion 
fully automated. This innovation and simplification 
saves money and makes companies agiler. Telecom 
companies also expect that network virtualization 
will make it easier to offer new services, but there 
are also defensive reasons. Established companies 
want to secure their market position by implementing 
their network services as fundamentally and as far as 

possible in software. If they don’t do it, others will 
overtake them.

Implementation of the programmable network is a 
long-term transition program. AT&T is an example 
of a telecom company that is largely modernizing 
its own network infrastructure and the software to 
operate and to manage it. The company initially 
implemented it on its US home market in expanding 
its network core for mobile phone support to meet 
the growing demand for mobile Internet. Network 
virtualization and the transfer of network features to 
standard hardware enabled the company to cope with 
this growth much faster and at lower costs.

Open source
AT&T invests heavily in software development of a 
new management platform. The Ecomp (Enhanced 
Control, Orchestration, Management, and Policy) 
platform, which the telecom company began to de-
velop at the end of 2014, is used now to support 14 
million customers in the US mobile network. Also in 
other parts of the portfolio, this open source opera-
tions and business support system must become the 
standard. The goal is to have transferred 75 percent 
of the existing services by 2020. AT&T released this 
software under open source license to the market so 
that other telecom companies can get started with 
this software or write interfaces to it. So in the future, 
it should be possible to co-operate with the SDN 
infrastructure of different providers via an open API 
standard. AT&T has this kind of links with industry 
partners like Colt and Orange to create this kind of 
interfaces in a production environment. Vodafone 
Group also undertakes something similar by joining 
the TM Forum that pursues industry standards for di-
gitization. More information about this can be found 
in Vodafone’s contribution.

Not only their own delivery platform of many tele-
com companies is renewed. Telecom companies also 
choose to include SD WAN solutions from other tech-
nology parties in their offer. For example, the Cisco 
Meraki or iWan software is a fairly widely chosen 
SD WAN solution. Among others, Masergy, KPN, 

Figure 5. Priorities of  demand organizations and providers in network 
virtualization. Source: SDx Central.
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and Vodafone use these network services to quickly 
access business locations of their customers. Nearly all 
telecom companies also choose to introduce a second 
solution in their offer to ensure technology indepen-
dence and to provide the customer with a choice.
 
These changes are not widely available on the market 
every other day. Some providers are further in this 
process because they have been working on it for 
some years already or have been able to roll out their 
proposition faster by taking over another company. A 
lot more time will be required before the entire port-
folio is available as a software service on the network. 
Later in this paper, KPN and Vodafone Group show 
what network virtualization exactly means for their 
organization and service offerings.

Managed service providers
In addition to telecom providers, there are many 
newcomers offering SD WAN services as a managed 
service from their own international core network. 
Examples include Aryaka, Masergy, and NTT. These 
types of companies are growing strongly because the 
demand for adequate international connections that 
can handle application traffic well is rising. These 
service providers can be a good option for effectively 
connecting business locations abroad. 

For example, Aryaka is an organization that respon-
ded to the growing demand for access to international 
business locations in an adequate and secure way. The 
company, which has been active since 2009 and has 
now received $75 million in investment, purchased its 
own network services for its cloud services at Layer 2 
at Tier 1 and Tier 2 carriers and service providers. It 
uses this infrastructure to offer customers an interna-
tional SD WAN service with shielded connections, an 
integral management layer, and WAN optimization 
for applications and immediate access of network 
traffic to the Internet. The company globally opened 
4 thousand locations of customers serving over 10 
million end users with these network services. The sky 
is the limit. In 2016, the company realized a turnover 
of $50 million, this year it has to be twice as much. In 
2020, a stock market launch is anticipated, where the 

starter wishes to reach a market capitalization of $1 
billion. A new Bonanza is emerging.

Acquired
Similar to Aryaka, managed service provider Masergy 
also is going ahead strongly. The company was acqui-
red by investor Berkshire Partners in 2016. Masergy 
existed much longer. The birth year of this company is 
2001, or the year in which the internet bubble burst. 
The company has been working on NFV principles in 
its own service for several years. With the rise of SD 
WAN in the market, Masergy gave WAN services a 
boost. In September 2016, Masergy unveiled a new 
SD WAN service based on Silverpeak technology. This 
makes central policy management in the whole corpo-
rate network possible and repetitive management tasks 
can be automatized. More information can be found in 
Masergy’s contribution further in this paper.

The boundary between telecom providers and mana-
ged service providers is sometimes difficult to define, 
especially because telecom companies provide additi-
onal network hardware as a managed service. Nevert-
heless, NTT Europe, as a subsidiary of Japanese NTT 
Communications, operates in the Western European 
market as an example of a party offering WAN 
services as a managed service. NTT had extensive 
experience with network virtualization in its own data 
centers that the company has worldwide. After the ac-
quisition of Dimension Data and SD WAN specialist 
Virtela, NTT Com is also a party that optimizes its 
service offerings by virtualization of network servi-
ces. More information can be found in NTT Com’s 
contribution.

A WAN from the cloud
Recently, initiatives have been launched that offer 
network services from public clouds. The customers 
of this type of service only need a local loop connec-
tion over the internet and a heavily standardized edge 
networking device to access the service offered from 
the public cloud. Much fewer appliances and hardwa-
re, and why would the network not be taken out of 
the cloud is the idea behind this.
In the sections below we will examine these develop-
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ments. An important trend is the fact that customer 
organizations need better connections with the cloud, 
as this delivery form is really breaking through. We 
show what the concrete added value of an SD WAN 
solution might be when unlocking cloud services. 
In addition, we show that public cloud services are 
emerging that offer network optimization and security 
services.

Better connections with the cloud
Before we mention details, we will briefly address 
the ground-breaking nature of an approach where 
the cloud plays a leading role also in WAN services. 
Historically, Wide Area Networks always had to use 
physical locations. Branch networking was needed 
to connect external office locations, stores, hospitals 
or factories to a central data center. Initially, it was 
implemented with dedicated leased lines. With the 
current most common form of this service, MPLS, the 
provider facilitates connectivity over its own infra-
structure and ensures that the connections from all 
locations to the data center have the right capacity, 
quality, and availability. In this configuration, the 
provider has control over the last mile and center of 
the network.

Besides MPLS, Internet connections based on VPN 
tunnelling have become increasingly popular. For IP 
VPN connections, the WAN actually consists of a set 
of encrypted VPN tunnels between different gateways 
and firewalls in this cloud infrastructure. The availa-
bility, network capacity and latency of these connecti-
ons depend on conditions in this virtual network that 
is actually a part of the Internet. It is thus also depen-
dent on the behavior of this internet at a certain mo-
ment and the service levels of the providers who have 
their clients connected to these networking services. 
Network virtualization and overlay technologies make 
it increasingly possible for providers to offer quality 
guarantees on this third-party network infrastructure. 
As a consequence, internet connections are becoming 
a full-fledged alternative. Market parties usually talk 
about hybrid WAN to indicate that multiple under-
lying connections are used simultaneously to access a 
location as well as possible.

3rd party networks
In existing WAN architectures, there is a basic as-
sumption that a service provider must have a network 
infrastructure. In addition, both sides of each connec-
tion must be verifiable and adjustable for this provi-
der. A WAN from the cloud doesn’t need these two 
basics to be able to function properly. That’s because 
cloud infrastructure today means infrastructure servi-
ces from public clouds like Amazon AWS, Microsoft 
Azure, Google Cloud, or the IBM SoftLayer cloud. 
Such service providers offer access to a fast-expanding 
range of infrastructure and application services. The 
ability to manage interfaces or accessibility from their 
own business locations to this cloud provider’s infra-
structure is extremely limited.

Separate connections for customer organizations from 
the backbones of telecom companies and the network 
services of public cloud providers are not the solution 
because they are not scalable. To be able to use the 
public cloud services from AWS or Microsoft Azure, 
organizations make use of so-called virtual private 
cloud (VPC) connections. In the traditional setup 
of a WAN, such a VPC is usually implemented by 
linking an IPSec VPN tunnel of its own data center 
to the VPC of the cloud provider. All network traffic 
towards this provider is centrally collected and runs 
through that one connection.

As customer organizations create more of this kind of 
tunnels to the cloud, things are getting more complex. 
And more expensive because cloud providers charge 
money for each additional VPC connection to their 
infrastructure. It also becomes more difficult if the 
data volumes increase to aggregate traffic through 
this central connection, which will therefore act as a 
bottleneck.

Market parties come with separate cloud connects to 
enable the connection to cloud infrastructures a lot 
easier. With so-called interconnections to public cloud 
services of, for example, Microsoft Azure or AWS, 
VLAN links are centrally linked to all locations of 
a customer organization. These types of services are 
available from data centers in the Amsterdam region, 
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but also in the Dutch polder, for example, by KPN 
subsidiary NLDC or data center provider Dataplace. 
Connecting to these services is a lot more cost efficient 
than loose links with these cloud services. In addition, 
the management of such a service is no longer necessary.

Gateways
New are also called gateways that can easily speed up 
the access to cloud infrastructures. For example, SD 
WAN provider VeloCloud developed gateways that 
are located at the most prominent public cloud data 
centers. Businesses only need to connect to such a 
gateway instead of making all kinds of loose connec-
tions to these cloud infrastructures. From the IPSec 
VPN tunnels to these gateways, VeloCloud software 
unlocks the corporate network by automatically log-
ging all branches of this network and applying tunnels 
from Velocloud overlay software to these gateways.

This gives all locations of an organization instant 
access to the VPC of the cloud party. Access to these 
infrastructure facilities is to enforce control and to 
manage all connections with a centralized SaaS soluti-
on. Velocloud developed standardized CPE hardware 
for the customer location. Velocloud’s software in the 
box connects all underlying WAN connections and 
connects to a cloud application. An overlay network 
is then created that encapsulates all network traffic 
with its own encryption protocol.

Instructions for use
This Velocloud overlay technology is the usual 
approach of SD WAN newcomers that bring their 
technology as a cloud service to the market. This soft-
ware, which is used to manage a network or network 
traffic, does have an impact on performance. Another 
newcomer, 128 Technology, takes a very clear distan-
ce from this overlay approach. The company claims 
that a network based on centralized controllers relies 
too much on existing technologies and does not go far 
enough with innovation.

Challenges Description

Bandwidth tax
Overlay based IPsec plus GRE 
or VxLAN adds approximately 
100 bytes per packet.

Lack of Scalability

Meshing and segmentation keep 
SD WANs from scaling past 500 
sites along with the overhead of 
key management.

Poor ROI for Large Sites

ROI is just for branch offices 
served by broadband Internet, 
not large multi-site campus 
networks, manufacturing sites 
and R&D facilities.

Stateless Failover

If one SD WAN router fails, 
getting traffic to route over a 
new tunnel can take up to 30 
seconds. In most applications, 
this delay is fatal for a session.

Extra latency in the network

Buffering packets to support 
fault correction and multiple 
link load balancing is introdu-
cing 60 to 80 ms of additional 
network delay.

Inefficient Double Encryption
Re-encrypting traffic that is 
already encrypted at the appli-
cation level.

Minimal Application Analy-
tics

Inability to uniquely identify 
flows going through NAT 
boundaries and the associated 
reporting of service quality. 
This restricts the visibility 
and makes debugging network 
failures difficult.

Figure 6. Challenges with SD WAN. Source: 128 Technology
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Facilities like load balancing and security are still 
needed to allow applications work well in the corpo-
rate network, and therefore complexity remains. 128 
Technology has just made the necessary innovations 
in the dataplane layer, so the routers and nodes in the 
network know what information they forward. This 
is used to optimize the paths in the network, a form of 
embedded load balancing. Additionally, this software 
will drop packets if they are not covered by the secu-
rity policy. You can read more about this approach in 
the chapter on the contribution of 128 Technology. 

Network optimization and security as 
cloud services 
With the existing setup of WAN connections, additional 
facilities are required to enable applications that use a 
WAN infrastructure to function properly. Previously, this 
functionality was often provided by network devices. In 
specific areas, you see that this hardware extradition has 
now been replaced with a software approach that can be 
accessed from a marketplace in the margin of popular 
public cloud service providers. 

Based on two examples, one in WAN optimization and 
the other around security, we show how cloud services 
can be modularly expanded by these gateway features.
 
WAN-optimization
Already since the emergence of WAN connections, 
network optimization has played a key role in mana-
ging applications remotely and providing insight into 
bottlenecks. Existing players like Riverbed and Silver 
Peak seize the breakthrough of network virtualization 
to market their product offer in a new way. Thus, the 
Silver Peak Unity product has been expanded into an 
SD WAN solution that provides insight into the func-
tioning of cloud applications in their own corporate 
network with detailed statistics on application per-
formance, delay and packet loss at different locations 
in the network. In addition to this insight, the virtual 
WAN overlay offers capabilities to use multiple types 
of connectivity based on policies, from MPLS, cable, 
and DSL to LTE.
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Also, the supplier of hardware for the WAN-opti-
mizer Riverbed strategically embraced the arrival 
of SD WAN. In January 2016, Riverbed acquired 
the original German starter Ocedo, a provider of 
software-defined network technology and SD WAN 
solutions. Because of the acquisition of Ocedo, Ri-
verbed acquired a product portfolio, including secure 
gateways, wireless access points and switches, and 
an integrated cloud management system that allows 
remote management of devices and network services. 
The new SD WAN solution, based on this acquisition, 
called Steelconnect, allows establishing a full-mesh, 
secure connection to the virtual private clouds of, for 
example, AWS. AWS physical data center facilities are 
linked to any desired business location through this 
gateway service.

Security
A WAN from the cloud also offers new ways to bring 
security to a higher level. A number of suppliers 
developed new solutions for WAN connectivity with 
the overlay approach of software defined networking 
which approaches the open nature of cloud infrastruc-
tures better than traditional perimeter security. An 
example of this is Cohesive Networks, which placed it’s 
software virtual devices in the marketplaces of all cloud 
providers. The example of 128 Technology further in 
this paper also shows that software-defined networking 
offers new solutions for security challenges.

Another example is Cato Networks. This managed 
service provider with a strong emphasis on security 
has entered the market this year by opening world-
wide points of presence from the AWS cloud. The 
originally Israeli starter was founded by Shlomo Kra-
mer. He was earlier the founder of companies such as 
Check Point Software, Imperva, and Incapsula. The 
Cato Networks gateways in the cloud allow customers 
to access WAN from the cloud while at the same time 
providing additional services such as next-generation 
firewalling, URL filtering, application control and a 
possibility to apply VPN access to their local business 
network. New in the approach is that in addition to 
the current WAN connections, mobile devices outside 
the business walls are included in a central security 

policy. With a software version on mobile devices, all 
network traffic also covers centrally-defined policies 
even when it flows through the mobile network.

Market developments
A number of factors for the success of SD WAN and 
other forms of network virtualization are currently 
widely present in the market, states Gartner among 
others. For example, some companies have already 
been using different types of WAN connections that 
are used side by side to increase availability. SD WAN 
allows organizations to use a backup connection by 
default for connectivity. This way, the network capa-
city at a business location can be increased by using 
an existing facility. In addition, organizations have a 
great need to see better what happens to the applica-
tion traffic in the network and where bottlenecks are 
located.

Old wine in new bottles
Looking at it from this perspective, software defined 
networking is above all a striking trend because it 
combines existing ideas and concepts and, in a sense, it 
also becomes a form of old wine in new bottles. Many 
of the concepts underlying SD WAN such as built-in 
network encryption, network path checking, virtual 
networks within a larger carrier network, and pricing 
based on subscriptions and bought capacity are not 
new. What is different is that these properties are bund-
led into one SD WAN solution and presented as a new 
integrated offer to the market.

It is expected that it will be mainly the existing service 
providers who are going to adapt their offering to 
market demand with software defined networking. 
The rate at which customers will embrace this new 
generation of WAN connectivity is difficult to estima-
te. The market for WAN services is conservative. In 
addition, the business case for an innovative solution 
is certainly not always easily positive at European 
level. In the North American market, companies 
generally manage their network hardware themselves. 
In the European context, in 80 percent of the cases, 
service providers take care of the necessary network 
hardware from integral services. As a result of this 
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outsourcing, European customer organizations are less 
likely to suffer from management problems. In many 
cases, when looking at a new design of the WAN, cost 
reduction is more difficult to substantiate. This effect 
is strengthened by the fact that established players are 
willing to lower prices further with their MPLS offer. 
There is too little difference between the existing offer 
and the new approach to defend a business case for 
innovation.

Revenue shift 
What is clear in advance is that sales in the network 
market will show a strong shift from hardware to soft-
ware-based network services over the coming years. Re-
search agency IDC expects managed service providers 
that base their services primarily on SD WAN in the 
first place to become the dominant factor in the market. 
The market segment explicitly focusing on SD WAN 
services is expected to achieve 212% revenue growth in 
the next three years. Next year, WAN services from the 
cloud will also break through. This part of the market 
will show a 208% revenue growth over the next three 
years, expects IDC, but will remain smaller in size for 
now. The markets for WAN infrastructure and net-
work orchestration software also grow, but much less 
turbulent.

Cloud as a delivery form becomes dominant
Based on the preferences of the demand side in the 
market, it is possible to make some predictions. Or-
ganizations increasingly transfer to the cloud deli-
very model. In order to facilitate this demand, large 
investments will be made into network capacity and 
technology. The easiest way to facilitate this scalabili-
ty and on-demand service form is to make networking 
services available as a cloud service from data centers.

It is very likely that after software, server capacity and 
storage, the network will become the fourth domain 
in the IT infrastructure that searches and finds a place 
in the public cloud. The gravity of public clouds will 
increase in the coming years. For these reasons, the 
advantages and additional capabilities of a WAN from 
the cloud will surely stand out in the market. 

It is remarkable that different newcomers start from 
the public cloud as they seek a place for their network 
gateways to give cloud customers optimal access to 
dominant market players like AWS and Microsoft 
Azure. As a consequence the network service provi-
sioning is increasingly being served from the public 
cloud. It doesn’t matter for customer organizations 
whether these services are provided by newcomers or 
by existing players.

Figure 7. Worldwide revenue expectations in the WAN services mar-
ket. Source: IDC.
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The demand for 
WAN connectivity 
Planning a network upgrade often means fin-
ding a balance between two conflicting prio-
rities. On the one hand, you want to increase 
capacity so that applications keep functioning 
well and end users have the best connections. 
On the other hand, as an organization, you 
want more value for money and costs re-
duction. Because with network capacity, it’s 
just like with roads: traffic tends to replenish 
the available capacity as soon as it becomes 
available. Not long after the upgrade, the new 
connection quickly reaches its limits. In that 
regard, upgrading a corporate network seems 
to be a type of mopping the floor with the tap 
open.

Chapter structure
In this chapter, we focus on the considerations and 
motives of customer organizations to renew their 
networks. We are looking for answers to what’s hap-
pening within companies and what bottlenecks they’re 
bumping into in the existing status quo of the con-
nectivity market. In addition, we show what business 
benefits organizations can achieve by using network 
services that are much more dynamic. Network vir-
tualization enables better connections with the cloud, 
accelerates delivery of network services, reduces costs, 

and harmonizes the underlying network architectu-
re. We conclude this chapter with the description of 
increased flexibility and a number of relevant operati-
onal risks. 

Bottlenecks
Many companies see that they need to modernize 
their networks, but that observation does not incite 
them into action. There are real obstacles such as high 
start-up costs and a difficult business case. The added 
value of a corporate network renewal is often difficult 
to substantiate. What impact a better connection has 
on the business or on the bottom line operating result 
is difficult to determine. In addition, every new invest-
ment choice offers opportunities, but in a certain way, 
it also puts you at risk of choosing for a dead end 
street as well.

According to recent research by IDG Research among 
international IT decision makers, such considerations 
prevent organizations from investments. A third of 
respondents assume that it is highly likely that their 
organizations will modernize network connectivity 
in the coming year. Nearly half of respondents (46 
percent) indicate that it is being considered. The main 
hesitation is that large investments in network tech-
nology may not be future-proof, thus hindering the 
flexibility and agility of an organization. For exam-
ple, a third (31 percent) is afraid to get stuck with an 
investment that will turn out to be suboptimal. For 
this reason, few organizations are willing to commit 
themselves to long-term investments.

The fact that no one has been fired for hiring IBM 
is a statement that definitely applies in the network 
market. Over two-thirds of surveyors who work 
with large companies (1,000 employees) appear to be 
using MPLS services and have a clear preference in 
completing their WAN connectivity. This is because 
these types of connections are stable, support multi-
ple protocols, allow instant point-to-point network 
traffic, and there are warranty agreements regarding 
capacity, quality, and the availability of connections. 
This is used, for example, to link data centers to large 
office locations.

3
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For these reasons, MPLS still has a preferred positi-
on when it comes to WAN connectivity as shown in 
Figure 8. Over the last few years, the demise of MPLS 
networks has been announced several times. That will 
also happen in the current situation. The main obstacle 
is the effort it takes to manage networking services. 

A lot of management and maintenance needs to be 
done at the customer location. In addition, in order to 
facilitate applications and real-time application traffic, 
multiple network devices are often needed, each with 
their own management system.

There is too little long-term view on the network. Main-
tenance people are more involved in solving incidents and 
resolving irrelevant problems than conducting a meaning-
ful dialogue with the business on the contours of future 
network connections that enable real-time insight into net-
work load through applications to dimension the network 
to the future demand. The roadmap for the corporate 
network becomes an important part of the IT strategy 
as shown in Figure 9. This trend will continue as cloud 
services become a more important part of the IT portfolio. 
The popularity of SaaS, for example, will set new network 
requirements.

In many organizations, there is a desire to have an 
application-oriented control of network traffic. You 
can see that British administrators indicated this in 
their priorities for the corporate network for 2016. 

The guarantee that online application traffic goes 
directly to the cloud through a dedicated connecti-
on, becomes an important issue in more and more 
organizations. That is often not possible in the 
existing WAN setup. Network virtualization makes 
it possible to make application traffic programmable. 
In addition, the management and, as a part thereof, 
the network security must be carried out centrally for 
both wired and wireless connections. Such a solution 
brings together the WAN and the LAN in a range of 
products managed from a central SaaS management 
platform.

The business benefits of network 
virtualization
One of the main reasons why network virtualizati-
on will rise is the fact that using WAN technology, 
organizations can break through existing borders 
and barriers. The use and relevance of the corporate 
network have changed due to the breakthrough of 
the cloud as a delivery model. This has a significant 
impact on the traffic flows and data connections in 

organizations. Another business benefit that is widely 
mentioned is that network virtualization ensures that 
services can be delivered or adjusted more quickly or 
more easily. This makes organizations agiler. Another 
business advantage is that network virtualization will 
reduce network service prices. Finally, we’ll discuss 
the possibility of streamlining your own network 
architecture using network virtualization.

Figure 8. Acces types for WAN-connections in the enterprise domain. 
Source: SDxCentral

Figure 9. Priorities in organization  
Source: Computerweekly.com
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More and better connections with the cloud
Customer organizations will use applications from the 
cloud more often. In many existing IT environments, 
Internet traffic is brought to a central location to pass 
a firewall. Such an approach can reach its limits when 
a significant part of network traffic in decentralized 
locations also turns into internet traffic. Some appli-
cations are so important to the customer organization 
that they are connected to the cloud service providers 
through a dedicated connection to ensure availability 
and performance. If current internet connections are 
used for this, then the quality may be too low to meet 
the demand. By realizing a separate connection with 
a cloud provider, it’s possible to keep the latency, the 
number of peaks in network traffic and packet loss to 
a low. Typical values for a separate network connec-
tion between a VPN network of a customer organiza-
tion and a cloud service provider are in the range of 
10ms for international network connections.

The strong rise of the cloud as a delivery model will 
give a boost to network virtualization. For example, 
IDC research agency expects this in a recent report 
on the global rise of the SD WAN trend. The value 
proposition of SD WAN is based on the growth of 
cloud computing, the desire of many organizations to 
simplify VPN usage and the desire to reduce the cost 
of MPLS connections. The rise of SaaS, for example, 
will stimulate the demand for more and better connec-
tions as shown in Figure 10.

In recent major transitions, network virtualization 
seems to be a clear agenda item. A good example of 
the possibilities offered by network virtualization can
be found at Randstad employment agency. Due to a 
major new transformation program to put digitiza-
tion explicitly on the agenda, the company started a 
centralization initiative together with TCS and BT. 
The existing decentralized approach, where country 
organizations maintained their own IT environment, 
are replaced by central IT infrastructure based on data 
centers in the public cloud.

Over 50 data centers that are currently in use are 
transferred to three regional data centers hosted in 
the public cloud. This infrastructure will also provi-
de cloud connectivity to Randstad’s offices in a total 
of approximately 3500 locations of Randstad in 37 
countries in Europe, North and South America, the 
Middle East and Asia Pacific. 

TCS sets up the new data center services in the public 
cloud, which are also intended to host existing 
network infrastructure that will also be needed during 
the transition phase.

The public cloud becomes not only the central hotspot 
in such a setup but also ensures that all the locations 
of such an organization are fully accessible. Randstad’s 
new network infrastructure is based on the Cloud 
Connect product of BT. BT creates new virtual access 
points based on high-performance connectivity. The 
existing Randstad network had a traditional design 
of a central data center where the various locations 
were connected with MPLS connections. These central 
hubs were connected to each other for intercontinen-
tal traffic. By utilizing MPLS for providing access to 
thousands of locations to a central data center, the 
company had an expensive legacy. Instead, cost-effec-
tive connections such as retail DSL appear not only to 
have connections with better performance, but also to 
reduce costs. The BT software layer will be realized 
with Cisco Meraki routers so that the new Randstad 
network can be built up with virtual tunnels over the 
internet.

Figure 10. Revenue expectations of  Ethernet carrier in EMEA region. 
Source: Grand View Research.
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This example shows that companies invest in new and 
better connections with the cloud. Network virtua-
lization also provides the ability to send application 
traffic based on policies via specific connections. What 
in any case will be clear is that the existing demand 
for good connections for cloud computing will greatly 
increase the demand for next generation networking. 
In any case, IDC expects the demand for virtualized 
network services to grow rapidly from less than $225 
million in 2015 to more than $6 billion by 2020. That 
means revenue growth in this market annually by 90 
percent. The popularity rises like a snowball because 
cloud-based business applications are already widely 
used. Time will tell if these are realistic growth figu-
res, but it is clear that the cloud will greatly boost the 
demand for innovative network services. 

Faster delivery 
Network virtualization provides fundamentally new 
opportunities for the delivery of network services. 
Virtualization of their network services enables provi-
ders to meet customer demand much better and faster. 
You don’t have to send a guy to implement changes to 
the network hardware so that a specific customer can 
continue working. In many cases, sending standardi-
zed CPE hardware will be enough to access customer 
locations and provide the requested network features. 
In addition, providers in a programmable network can 
dynamically adapt their services to customer demand 
with no costly network hardware upgrades required.
Upscaling and downscaling of network capacity and 
other networking features can be expanded, 
decreased, or switched off entirely from a portal as is 
customary for other cloud services. A solution offers 
maximum flexibility as user organizations can scale 
up and down depending on the business needs. If a 
telecom provider put SDN functionality into the core 
of the network, no hardware is needed in the custo-
mer’s data centers to provide application connectivity. 
Multifunctional networking devices on location add 
new capabilities to the network provided by app sto-
res when customer organizations need it.

Two remarks are appropriate here. Many providers 
are still busy upgrading their network and are still 
unable to deliver a wide range of virtualized services 
in practice. In addition, there are also a lot of questi-
on marks regarding the scalability of this approach. 
When virtualizing network services, sooner or later 
you bump into the peak load of network equipment. 
Therefore, existing high-end networking equipment is 
provided with specialized chipsets for processing data 
adaptations in flow.

Nevertheless, the results on agility are hopeful as 
shown by this American example. John Shaffer, a CIO 
of the American Investment Bank, Greenhill & Co., 
took on the task of integrating the new business unit 
into an IT environment as soon as possible after an 
acquisition. After a takeover of Cogent Partners by 
Greenhill, he had to integrate the offices and em-
ployees of this acquired party into the company in 
a matter of weeks. In order to speed up, he chose to 
access Cogent Partners’ locations using Viptela SD 
WAN services as an alternative to traditional MPLS 
services that he acquired from multiple carriers. These 
types of connections that were based on standard 
retail Internet connections can be set up in hours. 
That’s a world of difference compared to the months 
needed to get traditional MPLS services.

For smaller locations where the network demand is 
easily overseen, this is a solution. “It is good for smal-
ler offices that do not need all the facilities of MPLS 
and therefore do not need 120 days to install it,” says 
Shaffer in an interview with CIO.com. “The true be-
auty of the SD WAN is that you only need an internet 
connection to be up and running.” In addition to this 
agility, he also mentions cost reduction as an impor-
tant motive for network virtualization. An SD -WAN 
solution based on Viptela has reduced its account for 
WAN connectivity by tens of percents.

Costs Efficiency 
The above example is no exception to the many 
claims that a choice for software-defined networking 
can significantly reduce the costs of a WAN network. 
In this section, we will go deeper into this claim. 
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Many of the statements about cost reduction are due 
to the fact that network virtualization enables stan-
dard broadband connections for enterprise applicati-
ons. By means of network virtualization, the number 
of relatively expensive MPLS connections in a WAN 
network can be lower than in a traditional business 
network setup. That reduces the price and costs.

A big plus of programmable networks is that they 
can be much more flexible in dealing with underlying 
network connections. If high availability is a require-
ment in the network setup, companies have secondary 
connections in reserve to make them respond to dis-
turbances. In the current network architectures, espe-
cially in the environments where multiple WAN con-
nectivity options are deployed, routing is set to assign 
a connection as a primary connection and the other 
is configured as a secondary backup connection. This 
secondary connection can take over if the primary line 
fails. In addition to the rather complex setup of the 
routing required for this, such a secondary connection 
is only active when the primary connection fails. This 
network capacity is not used by default.

SD WAN makes it possible to use the primary and 
backup connection by default. Network traffic is sent 
by the software based on network-specific policies. 
In this manner, SD WAN can ensure that existing 
network facilities make a significant leap forward in 
available bandwidth, without losing quality require-
ments. This also makes it possible to unlock business 
applications in a cost-effective way.
But whichever way you look at network virtualiza-
tion, you still need good connections to access loca-
tions. And that costs money. By deploying standard 
internet connections, organizations could reduce 
the monthly costs of network capacity by up to 90 
percent, claim some newcomers. But here, these 
market participants ignore the fact that these types 
of connections are not available in every place where 
the companies need them. In practice, these savings 
are a utopia, even when organizations choose more 
standard Internet-based connections in their network 
set-up.

Besides, organizations do not want to reach the limits 
because good connections add of a lot of value to 
them. The quality and agreed service levels of MPLS 
connections are an important reason for organizations 
to choose for MPLS. This is due to the predictability 
of availability, bandwidth, and the commitments to 
actually deliver information with a certain amount of 
quality. Although MPLS connections use a shared fea-
ture, the core MPLS routers of a telecom provider, the 
technology is designed in such a way that information 
flow from customers is provided with a guaranteed 
capacity. In addition, it is a managed service.

MPLS services are constructed in such a way that a 
maximum of 0.1 percent packet loss occurs with a 
customer, depending on the service level agreed with 
this customer. With standard internet retail connecti-
ons, that’s another story. Here much more packet loss 
can occur without a provider being held accountable 
for it. It remains a best effort service when customers 
pay based on commitments regarding capacity and the 
number of transfers.

In addition, the prices of the MPLS services and of ne-
wcomers that based their services on SD WAN move 
towards each other. If a lot is offered in the market, 
carriers come with substantial bundle discounts for 
their MPLS services when they bid on a tender. If 
connectivity is based on an SD WAN service, the-
se services will not be placed on the market with a 
bottom price. Tenders involving METRI show that 
the current price is 30 percent lower than the current 
rate for WAN connectivity in the market. The savings 
made by the provider by offering from programma-
ble network services are not passed on to customers 
entirely for that matter. In this sense, these two forms 
of connectivity, traditional MPLS and retail Internet 
connections are clearly moving towards each other. 
This in itself is good news for the customer, because 
this provides them with a choice.

Simplification
One of the biggest promises of network virtualization 
for customer organizations is that they can greatly 
increase the simplicity and manageability of their 
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corporate network. Such a simplification is an impor-
tant condition to make organizations a lot more agile 
in their demand for connectivity than is the case now. 
That transparency asks very clearly for a different 
attitude and approach to connectivity than it is today.

Companies are now highly dependent on service 
providers who, in most cases, also account for 
the management of the necessary hardware when 
delivering connections. That dependence is a choice 
because if there is a problem, it is the provider that 
has to solve the issues. But it also comes with a high 
price. The hardware needed for the connections is a 
black box, where customers need the service provi-
der for every minor change in the WAN. The usage 
of an SDN controller gives organizations more 
transparency and insight into their network. This is 
a foremost fundamental step towards transparency.

With that insight, customer organizations find themsel-
ves in a fundamentally different position then their pro-
viders. It is important to realize that. And also, to know 
that this is the beginning of an emancipation process that 
will bring new topics to the discussion table with the 
provider all the time. Network virtualization provides 
user organizations with new answers to business questi-
ons, to which in the past negative answers were given by 
the provider. MPLS has always been able to fulfil pro-
mises and guarantees because the control and transport 
layer are separated from each other. The quality, which 
is possible because information flows labelled through 
the carrier’s network, comes with a price. Other features 
that companies might find interesting such as quality of 
service based on application type, multicast or encryp-
ting network traffic are not possible in that case. Possibi-
lities of this kind may add much more business value.

In the new relationships between customer organizations 
and providers, networks will sooner or later follow the 
applications and the needs of customer organizations 
and no longer the market offerings and the limitations of 
the technology used, as now sometimes is the case. This 
emancipation asks for some assertiveness and knowledge 
what can be found in the world. If customer organizations 
want to get rid of supplier-specific network technology, 

they need to think big, but bear in mind their own limita-
tions.

Flexibility
Network virtualization offers operators’ clients a pos-
sibility to set up or to customize network connections 
via a self-service portal very quickly. These network 
services will be available in a few minutes instead of 
days or weeks and may be deactivated at any time. 
But companies that previously had to wait for specia-
lized network equipment and now receive such a fast 
pay-as-you-go reduction, also need new processes.

Especially if you consider that such a manual appli-
cation may be automated in the future and systems 

provide themselves in their network capacity demand. 
In order to make networks truly dynamic, customer 
organizations must also say goodbye to their own 
“island thinking” in the network domain. In many or-
ganizations, telecom and corporate network manage-
ment are separate activities within the IT department. 
That is not a good basis if networks are an important 
carrier of business activities.

An important dot on the horizon is that the future 
business network must be based on a flexible ze-
ro-trust model. No connection request, data packet 
or node in the network can be trusted. There is still 
a long way to go. Artifacts have been established in 
each network to ensure the employability and usa-
bility of network capacity and to make it as safe as 
possible. Also do not take pleasure in the status quo, 

Figure 11. What kinds of  features are you interested in for managing 
the WAN? Source: Forrester
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because network security is a burning issue. A point 
at which technology really falls short is security. Why 
not ensure that all traffic crossing the network bet-
ween two endpoints is always encrypted, even if it’s 
an end user who has 4G remote access to the corpora-
te network. 

Companies and their service providers spend large 
amounts of money to secure, control and optimize com-
plex network and WAN architectures. The return on 
these investments is certainly not optimal because data 
crashes, hacks, and network failures are still frequent.

At this point, internet technology has a fundamental 
problem and another paradigm is needed to secure it. 
Software-defined networking seems to be able to offer 
this. Organizations want to set-up the entire internal 
and external corporate network using adaptive encryp-
tion, node-to-node verification in extremely dynamic 
setup and access control, firewall and denial-of-ser-
vice protection at any node based on a service-centric 
security policy and far-reaching automation of the 
configurations required for this purpose. The existing 
network virtualization services are not yet ready. This 
requires adjustments of the control layer, but also in 
the transport layer of the network.

We are not there yet. Creating a software layer in the 
network to manage this network more dynamically, 
whichever way you look at it, has implications for 
complexity. In fact, you add a new dimension that 
offers new possibilities, but it also creates new compli-
cations and challenges. Exaggerated expectations about 
simpler management are not applicable, as we said 
earlier. Organizations will need to learn new skills and 
virtualization of the infrastructure creates additional 
complexity. That does not mean that simplification is 
impossible. Customer organizations need to pay close 
attention and insist that simplicity and manageability 
are kept in mind. 

Risks
The switch to next generation WAN services seems to 
be an easy project at first sight because the new tech-
nology can operate as an overlay on existing network 
infrastructure. However, this transition must not be 
underestimated and there are some serious challenges 
that need to be addressed well. 

This is because services previously facilitated from 
hardware such as a firewall or network optimization 
in network virtualization provide their specific sup-
port through software. Gaps between the old and the 
new situation must be avoided.

Figure 12. The network becomes important in IT strategy. Source: 
Networkworld, IDG
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Organizations need new skills when network services 
become programmable. As with other data center fa-
cilities, infrastructure and its management are largely 
controlled by templates. There must be a new vision 
for connectivity sourcing and the capabilities needed 
for this within or outside of the organization. This 
requires a new vision for connectivity sourcing and 
the capabilities that are critical to realizing the cloud 
strategy while keeping the network roadmap in mind.

Choosing for the new kid in town involves operatio-
nal risks. The preferred operating model in enterprise 
IT is a managed service model in which a service 
provider maintains and operates infrastructure for its 
customers. That is not different in the connectivity 
market. Newcomers face initial investments and must 
also deal with the running costs of their own network. 
On the revenue side, sales are definitely not guaran-
teed, as these parties also need to conquer their own 
place in the market. Due to this purchase form, the 

dependency of customers from these suppliers has in-
creased. The expectation is that operational risks will 
last for another five years when the market consoli-
dates after a period of solid growth.

Figure 13. Considerations to deploy software defined networking. 
Source: IDC.

• Zero-touch implementation: a small CPE delivered 
for the remote location can be installed with a single 
click. Or, it may already have been installed on a 
virtualized provider’s management platform and is 
available as an integrated network service.

• No on-site configuration: a cloud-based centralized 
configuration allows the use of templates. Changes 
are automatically applied to all sites configured 
using this template.

• Automatic connection detection: capacity and link 
performance are continuously measured. Traffic is 
automatically redirected based on enterprise-level 
policies around application performance.

• It is no longer necessary to configure two optimiza-
tion devices on both sides of a connection. Optimiza-
tion and path control are the default component of 
cloud-based gateways and the corresponding SaaS 
application for network services management at the 
location.

• Transport independence: No need to wait for long 
processing time and expensive MPLS connections 
to connect a location. Take advantage of what’s 
available at that location, such as broadband, LTE, 
or anything else. The ability of SD WAN to deploy 
any underlying connection for each application in 
combination with the ability to send traffic to enter-
prise-class QoS principles reduces the importance of 
the underlying infrastructure.

• Complexity reduction in using VPN: Let the cloud-sup-
plied SD WAN architecture deploy VPN tunnels whe-
never and when needed. The gateways in the cloud 
do this as well, they aggregate all these features and 
seamlessly attach a secure connection to the cloud 
application locations.
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Software is the end 
game in networking
IOver the past several years, large enterprise 
networks have evolved, making various tasks 
like delivering complex content, along with 
mobile, cloud, and application services, reach 
beyond basic routing capabilities to provide 
classified, segmented, and secure connectivity. 
128 Technology, a U.S. based start-up, has 
combined routing and security functions into 
a single platform. Without using overlay net-
works or tunneling techniques the start-up not 
only has created a more intelligent router, the 
company’s disruptive pricing makes the techno-
logy significantly more affordable.

Enterprise networking has become increasingly 
complex in response to new business demands such 
as video conferencing, along with increased adoption 
of cloud services and mobile computing. Recogni-
zing these trends, 128 Technology went back to the 
drawing board and tinkered with some of the central 
concepts in routing. They found that routing can be-
come smarter when you endow it with two additional 
qualities: session awareness and deterministic forwar-
ding. This ultimately allows the router to select, ma-
nage, and enforce the most secure path between two 
endpoints. “Session orientation enables networks to 

flexibly support end-to-end networking,” states Sorell 
Slaymaker, Evangelist at 128 Technology and former 
Research Director Networking & Communications at 
Gartner. 

Specific pad
Deterministic routing is the second capability. “128 
Technology’s Secure Vector Routing (SVR) routes 
sessions on a specific path or route through the net-
work,” adds Slaymaker. “These routes are processed 
bi-directionally, meaning that the entire session is 
treated in the same manner, following the same path 
in both the forward and return flows. Additionally, 
SVR enables the dynamic use of multiple and alterna-
tive routes throughout the network to optimize paths 
for ensured security and application performance. 
Based on observed quality and application specific 
policy, multiple assigned routes are available in the 
network to serve up bandwidth and quality of service 
for applications. This considerably improves control 
and reliability of the network.”

Dropping the middlebox mindset
In traditional networking, additional functions such 
as firewalls, load balancers, WAN optimization, and 
intrusion detection hardware and appliances are nee-
ded to provide security, reliability, and performance 
for applications. 128 Technology eliminated the need 
for many of these middleboxes by building intelligence 
around session state and incorporating it into the pro-
cess of routing. “All this hardware makes the network 
expensive and complex to implement and maintain,” 
continues Slaymaker. “In SVR, having an awareness 
and understanding of sessions is the key element that 
allows the 128T networking platform to perform rou-
ting, load balancing, and security together. Thus, it 
becomes possible to closely align the network services 
to the applications that assume and need these servi-
ces to function and perform. Session orientation and 
deterministic forwarding stand in stark contrast to 
current routing models where the network is almost 
totally separate from applications. That has to change 
given the next generation of business requirements.”

4
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SD WAN solutions have been introduced to help 
tackle the complexities of traditional node based 
networking. However, these solutions are still compli-
cated. “If you look at overlay networks like SD WAN, 
they use virtual tunneling provided by protocols such 
as IPsec, GRE, or even MPLS,” adds Slaymaker. “All 
these technologies use labeling in the header of each 
packet to deliver quality and security. This adds an 
additional 100 bytes to the header of packets, which 
can have an impact on the processing of traffic and 
can gobble available bandwidth. SD WAN solutions 
may support the as-a-service consumption model, but 
underneath the overlay it is heavy and complex to 
manage. Practice has shown that a corporate network 
of 1,000 or more sites have problems scaling because 
management of the tunnels created for segmentation 
and meshed routing become too complex. This makes 
enterprise networking expensive and inflexible to 
future improvements.”

From small to massive
128 Technology has an all-encompassing approach 
to networking. This software can run on any x86 
compatible platform, virtualized or deployed, from 

an Infrastructure as a Service (IaaS) like Amazon Web 
Services (AWS), and can be utilized on an enterprise’s 
existing equipment. SVR scales from small to massive 
implementations. This software based router can be 
implemented over a large campus network or even in 
a data center. 

The architecture of SVR provides simplicity in 
network management. Because of a federated and 
distributed form of network and policy manage-
ment, overlays are unnecessary for enforcing routes 
or for load balancing. Rather, SVR uses a multi-te-
nant policy in which rules enforce path selection and 
segmentation without the overlays. These rules are 
based on tenant and service names, not IP addresses. 
“This approach makes it much more intuitive when 
you are configuring the system or generating reports,” 
continues Slaymaker. “Today when you configure a 
firewall policy or a bgp-router for determining the 
next step, you have to change the rules within each 
router one-by-one. With SVR, changes are system-wide 
and in-band so that security and routing policies are 
automatically updated across the entire network. Au-
tomation and orchestration are well supported. You 

A begin and an end - A session begins and ends instead of only sending network packets.
Visibility - At each node in the network there is a possibility to check and log session information and to connect it to a coordi-
nating session. Redirecting TCP, elephant flows and determining the video and / or image encoding is understood.
Identification - Ability to automatically detect and classify applications with additional control capabilities based on tenants 
and services and words instead of IP addresses.

Figure 14. Session based networking provides the network with new capabilities. Source: 128 Technology.
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need this to support a constant change in dynamic 
enterprise networks.”

Zero trust security
Another differentiator that gives 128 Technology 
a valuable trump card is its implementation of a 
network-based zero trust security model. Originally, 
connectivity and security were diametrically oppo-
sed functions in a network. However, the network 
is a system where packets need to flow securely and 
without interruption. “When firewalls are put in place 
to stop or to block traffic from going to specific seg-
ments in the network, this can cause the two functions 
to work against each other, rather than side-by-side,” 
claims Slaymaker. “With SD WAN, security policies 
and firewalls are applied on the borders of networks, 
but if one part of the network is hacked, there is no 
system in place to stop that hacker from entering one 
of the other systems in the compromised network. 
SVR is superior in that it starts with a zero-trust secu-
rity model. We don’t allow any packet on the network 
unless there is an explicit policy to do so. Apart from 
that, we can also encrypt all traffic in motion and 
authenticate all traffic related data and the routes.”

This combination of routing and security reinforces 
each other and makes them increasingly powerful. 
“Combining connectivity and security in one routing 
solution is like having toll booths where every car 
is specifically allowed to go on the highway versus 
allowing all cars on to the highway and inspecting 
that flow now and then. Because compliance frame-
works for credit card information and healthcare 
institutions have become stricter, avoiding breaches 
and other security incidents is also a business impera-
tive. Compliance ensures that enterprises have strong 
and capable controls in logging to understand exactly 
what is going on across their networks.”

Business demands
128 Technology also believes that supporting end-
to-end internetworking connectivity is a requirement 
for next-generation business demands. Most service 
providers expect that in the future all networking ser-
vices will reside within their data centers. According 

to 128 Technology, this will not happen. “The local 
loop connection is essential to the quality and security 
of networking and there is often a bottleneck in the 
adoption of cloud services. Supporting networking ca-
pabilities at the edge of the networks remains essential 
to provide Quality of Experience (QoE) for end users. 
You need that for providing security as well,” says 
Slaymaker. 

This support for delivering end-to-end connectivi-
ty gives service providers an indispensable market 
advantage. In the current cloud service model, Service 
Level Agreements (SLA) are a broken concept. Cloud 
services only scope their commitments to the doorstep 
of their own data center and not the customer premi-
se. “An American service provider selling cloud-ba-
sed communication and contact center solutions to 
hospitals puts our networking solution both in its 
own data center and in the hospitals of its customers. 
This approach enables those hospitals to use networks 
they don’t own or control. With our routers dispersed 
through the network, this provider is able to extend 
SLA’s all the way up to the end customers’ perfor-
mance and security perspectives.”

Consumption based model is a clincher
128 Technology also challenges the current pricing 
models for routing by reducing bandwidth costs 
through hybrid networking and optimization. “When 
you take a step back, you can see that the end game 
will be an all software network. Think back to twenty 
years when Cisco monopolized the market. Node 
based networking will end not only from a technology 
standpoint, as I have argued before, but also because 
of the business model. All current solutions are based 
on a model of selling very expensive proprietary 
boxes,” continues Slaymaker. “Even if they are consu-
med as an ‘on-demand’ service, enterprise customers 
will still pay more than necessary for the capacity that 
they don’t use. The 128 Technology pricing model is 
based on a consumption metric that’s measured on a 
network-wide level. In a larger implementation with 
more than 100 sites, there are zero incremental license 
costs for additional sites because pricing is based on 
the overall bandwidth consumed. This is a radically 
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different concept from SD WAN solutions where pri-
cing of the services is only slightly lower than legacy 
WAN services.”

The market for enterprise connectivity is conserva-
tive and reluctant to change. This makes incremental 
change more likely than fundamental innovation, but 
new forces change the status quo. “128 Technology 
can be deployed in an existing networking environ-
ment without rip and replace,” concludes Slaymaker. 
“I see an analogy here to the adoption of Voice over 
IP (VoIP) 15 year ago, where it took years to merge 
voice and data networks. Many companies were reluc-
tant to combine voice traffic because they were used 
to their separate legacy Time Division Multiplexing 
(TDM) based networks. Those who adopted this 
innovation early profited from the merger. The same 
will happen now with the adoption of Next Generati-
on WAN (NG-WAN) services. Traditional businesses 
will stick to the incumbent vendors since they are 
familiar and comfortable with their current solutions. 
Another disruption in the IT infrastructure market is 
being driven by DevOps teams, which need an agile 
architecture model for their network to develop and 
deploy applications in days or weeks. This trend will 
increase the adoption of NG-WAN solutions because 
enterprises need networks which support agility more 
than is possible in the legacy networking infrastructu-
res.”

128 Technology Will Fix the Internet

‘The Internet is broken and we need to fix it.’ That is the 
ambitious mission driving 128 Technology. The compa-
ny’s core team has deep experience building disruptive 
network technologies for delivering secure and reliable 
connectivity across global IP networks. 128 Technology’s 
founders previously founded Acme Packet, which served 
89 of the largest 100 carriers and telecommunication 
companies in the world with session border controllers, 
security gateways, and routing proxies. 

Andy Ory, CEO, co-founded 128 Technology in 2014 with 
other Acme Packet veterans including Patrick MeLampy, 
COO. The company is named after Route 128, the famous 
Massachusetts technology corridor in the suburbs of 
Boston, where its headquarters are located. The start-
up has raised $36 million, largely from company insi-
ders. The 128T Networking Platform - a software based 
router - was launched in 2016 and it can run on any x86 
architecture based system, including virtual machines. It 
overcomes the complexity and burden of first generation 
overlay-based network virtualization products and ser-
vices. 128 Technology is targeting all network solutions 
and markets, not just SD WANs, as part of their end-to-end 
internetworking strategy.
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Bringing businesses 
forward
From old to the cloud and from legacy to new 
IT environments. The digital transformation 
is accelerating at the moment in the Nether-
lands with a rapidly growing adoption of cloud 
services. Software-defined networking enables 
KPN to connect customer organizations faster 
and on demand to the desired cloud infrastruc-
ture services. Software-based network services 
with an open architecture and a modular trans-
port layer are the key ingredients that KPN 
uses for the cloud age.

On demand
Businesses can progress with network services that 
are flexible, available on demand and easily managed. 
An operational management platform is required 
with an open architecture, but above all a rollout that 
supports a gradual transition from old to new. That is 
because the new world will not be built in a few days 
or weeks, but what it looks like can already be seen 
in many examples, says Jaap Hage, director Access & 
Connectivity at KPN. “Take a retailer who wants to 
open pop-up shops in different cities in the country 
and requires access from these stores to centrally ma-
naged applications as soon as possible. This must be 
available soon and for the short time these locations 

will be in use. Another example is a construction com-
pany that needs temporary access to cloud applicati-
ons in and around its work area. Or a major financial 
service provider who seeks connectivity for a mix of 
offices and ATMs and wants to be able to up- and 
downscale flexibly. So from an on-demand model, 
flexibility and predictability are needed in costs and 
the ability to anticipate to growth or decline.”

A programmable and modular network enables KPN 
to handle much more flexible networking services and 
to respond to this demand. Hage tells us that KPN 
addresses the rapidly changing customer demand 
better with SDN. Thus, the company is implementing 
network function virtualization (NFV) to provide 
network services for customers in the same way as 
cloud technology, and SDN to optimize these services. 
Within the telecom provider infrastructure as well as 
at customer locations standard hardware solutions will 
be used in the future, instead of specialized network 
equipment. Network services such as load balancing, 
firewalls and monitoring of quality aspects of network 
traffic as a software feature, run on this, so that they 
can be selected and customized from a portal by 
the customer in real time as required. At customer 
locations, this solution will become available in a 
standardized CPE. Standard hardware and as many 
network services as possible in software so that the 
customer can choose from hybrid applications and try 
network services without any obligations. That is the 
objective that KPN pursues.

Simplifying
To achieve this goal, KPN performs the necessary 
simplifications in technology, portfolio, and underlying 
processes. “What customer organizations need in this 
next generation of network services, they know very 
well themselves,” continues Hage. “They want a 
safe and cost-effective connection to their business 
applications that scales flexibly. This means, for 
example, that the VPN portfolio is streamlined. In the 
contract and menu that customer organizations will 
be shown soon, the focus is on network connections 
and network services they need for their applications. 
The ordering process is simplified. The underlying 

5
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choices around the transport layer remain modular, of 
course. From copper to fibre optic, mobile broadband 
or the M2M Lora network sensor, with SDN and 
NFV, KPN can offer any transport network and se-
cure corporate network. That’s the ‘Simplify’ strategy 
we’re implementing now within KPN and for which 
2017 will be an important year.”

This renovation is accelerating at this time signifi-
cantly by using DevOps- and scrum teams. “These 
teams, together with the customer, will accelerate 
the development of market propositions,” continues 
Hage. “In short sprints, these multidisciplinary teams 
give the desired speed to take the steps necessary for 
this renewal. Through co-creation, the customer is 
the central focus point in this renewal. In workshops, 
KPN interacts with customers to achieve a successful 
outcome together. “

The customer is always right 
The new generation of WAN services arrives not one 
day too soon, as customer organization demands are 
strongly changing. “There is an increasing adoption 
of cloud as companies move away from customization 
and use standardized bundled solutions,” continues 
Hage. “Organizations have long talked about the 
cloud, but a majority of organizations are taking 
huge, concrete steps now. Within the communication 
domain, for example, you see that cloud services are 
preferred over on-premise implementations. The same 
applies to other application areas like office automati-
on, which is increasingly used as a SaaS service.”
Organizations need programmable network services 
that give access to cloud infrastructures much more 
dynamically. “The businesses, which I mentioned in 
the examples, want to be able to handle a much more 
flexible corporate network,” says Hage. “That means 
shorter delivery times for network connections and 
network services. With a service like SD WAN, this 
can be realized when only a standard CPE has to be 
delivered to access the corporate network and other 
network services on-site.”

From such a managed service, KPN provides the servi-
ces integrally over the network.  

Innovation on the KPN radar

The white paper ‘The technology trends KPN has on its radar’ 
shows that KPN is working hard on the realization of a programma-
ble network. This recent publication of the CTO Office within KPN 
states that the provider is involved in a large-scale implementati-
on of SDN to provide value to the customer and at the same time 
reduce operating costs. Deploying NFV cloud technology complete 
end-to-end network services are built with standard hardware 
solutions instead of specialized network equipment. Network func-
tions (such as a router or base stations) run as a software package 
on standard hardware in a data center or on a standard CPE at 
customer locations.

Currently, KPN collaborates with several suppliers on various 
pilot implementations for multiple NFV enabled network functions. 
Examples are a new generation of a content distribution network 
that facilitates the growth of video traffic, SD WAN services 
for customer locations and virtual features for the KPN mobile 
network. The integration of the network as a standard facility in 
data centers and cloud platforms makes it possible to unlock cloud 
applications and on premise applications much more dynamically. 
KPN is working hard on the standardization of this open source 
platform software, the necessary functional building blocks, and 
interfaces.

Such a renovation does not only take some time because this 
networking software is still in development. Implementation is also 
painstaking because the introduction deeply interferes with the 
operational processes within the telecom company. The processes 
for management and control of network services must go to the 
drawing board to streamline and automate them. Only in this way 
customers can access these services in a programmable network 
via a portal. Customer organizations will get control to increase 
capacity through a portal as they are already used to with other IT 
infrastructure services that they take on demand.

In addition to this new platform, KPN is also focusing on edge 
computing to enable new applications such as Internet of Things 
and large-scale access to cloud applications through standard net-
work services. Many cloud services are currently not scalable and 
struggle with slow response times because they depend on external 
servers that are far away. Edge computing can solve these kinds 
of problems by introducing servers close to the customer applica-
tion. Real-time applications that place high demands on computing 
capabilities can thus use editing servers to shorten the delay in 
communication to several milliseconds. Additionally, data on M2M 
applications and big data applications can be processed on such 
edge platforms, so the bandwidth in the network needs to be less 
addressed. The performance of these applications greatly improves, 
so that the end-user experience improves.
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No mechanic is needed to complete the connection. 
Customers install this hardware themselves and use 
network services from a portal. The provisioning 
takes place largely in software. KPN can also work 
with shorter start-up times than before. Apart from 
this new approach, there will be a hybrid transition 
situation for a long time. In this way, the demand for 
conventional MPLS connections to complete WAN 
connectivity will exist for a long time.

Wider offer 
In addition to operational efficiency, the programma-
ble network also enables KPN to position network 
services as part of a wider range of cloud services. 
“In the new delivery model, KPN can offer 
companies a complete portfolio,” continues Hage. “If 
the user interface of such a portal supports it, KPN 
can better serve the customer in such a dashboard by 
making network services clickable. In addition, other 
managed services become relevant in this window 
of presentation. This could be cloud-based unified 
communications, workplace management from the 
cloud or security services. This enables the customer 
to benefit from a range of cloud solutions combined 
with an always secure and flexible network.”

Flexibility in network services also means a flexible pri-
cing model and terms of use. “In this era of cloud-centric 
computing, we are now entering, trials and ‘pay as you 
use’ pricing are important principles,” says Hage. “KPN 
meets its customers at this point. We will embrace this 
in the SD WAN services that will be available in the 
foreseeable future in the market and will have an open 
architecture. This gives organizations the freedom to 
choose a hybrid cloud environment that offers them the 
most added value.” 

Mismatch
Concentration on innovation alone is not enough 
because there are many factors that prevent renewal. 
“Board members sometimes decide they want to go 
to the cloud in the highest gear. This is far from the 
reality network administrators experience when it 
comes to deploying appropriate network capacity. At 
this point, there is a mismatch that many organizati-
ons don’t recognize enough.”

In their digital transformation agenda managers a lot 
of times don’t consider enough that good network 
service and connectivity are decisive for the success 
and the pace at which these kinds of steps should 
be taken. There can be a lot of meetings on digital 
transformation, but also very concrete changes in the 
corporate network are needed to facilitate this. “KPN 
has a clear focus so that from this priority a strategic 
roadmap is maintained,” concludes Hage.
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Enabling the stam-
pede to popular 
cloud services
The provider of managed networking services 
Masergy has seen a huge increase of network 
traffic to and from popular public cloud infra-
structures in recent months. The strong growth 
of these cloud services is a sign that enterprises 
need more agility and new capabilities of their 
wide area networks. The next evolution in 
connectivity, which delivers us programmable 
networks, provides just that flexibility and 
other pressing business needs.

Network traffic to and from public cloud infrastruc-
tures and SaaS-services is exploding. “As a provider 
of networking services we always monitor all the 
packets which flow through our global data network,” 
explains Ray Watson, vice president of global tech-
nology at Masergy. “In the last three years, we have 
witnessed an impressive 7000% growth of bandwidth 
to and from popular public cloud services in our 
customer base. This is not a migration; this is more a 
stampede. Such customer traffic maybe a collaborati-
on suite like Skype for business. An enterprise app like 
Slack that becomes popular very fast is another exam-
ple. We have experienced that this app is adopted by 

25% of the multinationals we service. Virtual private 
clouds of AWS are becoming popular as well. We see 
a lot of application traffic going in that direction.”

Being agile
These are clear signs that public cloud infrastructure 
is no longer a form of shadow IT, but has become the 
norm within enterprises. “Enterprise customers are 
completely moving their infrastructure demand to the 
cloud”, continues Watson. “They want to spin up 
cloud services on a large scale whenever they are up 
to it. For this to succeed you not only need a portal 
to order such services. Your network supplier also 
needs to be able to give access to those services in the 
right way. For example, allowing traffic segregation 
to keep test streams separate from production streams 
via instant virtual routing and forwarding tunnels 
(VRF). Software-defined networking enables this. It 
brings customers the next level of WAN connectivity 
to better serve business needs.”

Software-defined networking makes enterprises more 
agile. “It is all about flexibility, saving money is possi-
ble but of less importance”, states Watson. “Take for 
example this law firm which has a big customer pro-
ject coming up in Moscow, Russia. They have no idea 
in advance how much preparation time they will need. 
Will it be a week, a month, or six weeks? They just 
don’t know. All they know is that when they will be 
running the project they want to have high bandwidth 
connectivity to the project office, have access to WAN 
acceleration and increase their security profile. They 
want to initiate and consume these services without 
ever leaving their desk and choose the functionality by 
clicking options in a portal. Two years ago, this law 
firm would be in a massive panic whether telepresence 
would work at such a remote and temporary location. 
They would also have a laundry list of questions in 
anticipation. Within a programmable network, such 
services can be provisioned easily and on demand.”

Tough times
Masergy has a long history with network virtuali-
zation. The provider started as a global provider of 
Ethernet services back in 2001 just when the dotcom 
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bubble burst. Because of the right choices the com-
pany did not undergo the same fate as many internet 
start-ups and other newcomers to the connectivity 
market. “Masergy had a 100 percent focus on enter-
prise customers”, says Watson. “This choice enabled 
us to weather out the storm. There was also a streak 
of luck because Masergy won the contract to provide 
international connectivity for the high-quality telepre-
sence suite of Cisco. This real-time application was 
extremely sensitive to jitter. Any variation in packet 
delay can have a severe impact on the performance 
of such a real-time and sensitive application. In the 
network we built, we were able to decrease jitter to 
far less than 1 millisecond anywhere in the world.”

To deliver this kind of quality you need to be very care-
ful with oversubscribing the lines in your backbone and 
network tails. Masergy leases multiple routes across 
the ocean to connect the continents. On any route in 
this network, utilization stays below the threshold of 
40 percent of the available network capacity, whereas 
in carrier networks it is customary to oversubscribe 
such lines. Watson: “We light up new bandwidth in 
our fibers when demand is growing. It is the same 
concept as with public cloud provider AWS. Whenever 
they notice that a customer is spinning up 40 machines 
and they experience that half of a pool of 2.000 server 
instances is in use, they start to build the next pool. 
Masergy does the same with providing connectivity on 
demand.” 

Next iteration 
Masergy has a software defined networking platform 
based on Alcatel hardware for several years now, with 
capabilities for virtualization of network functions 
(VNF). Customers can add routing and firewall capa-
bilities to their network via software, eliminating the 
need for specialized network appliances and on-site 
administration. An intelligent bridge at the customer 
locations runs as a virtual machine and enables custo-
mers to deploy and change networking functions in 
the service control application. This virtual bridge can 
measure and make the quality of the network trans-
parent, including the local loop connection which is 
provided by a third party for access to the Masergy 
Global network. 

Relatively new to this family of virtualized services are SD 
WAN services which Masergy brought to the market at 
the end of 2016. “If you look at other players in the mar-
ket, you could say that Masergy was quite late coming 
the market with an SD WAN solution”, declares Watson. 
“We took the pain to thoroughly test a dozen available 
SD WAN solutions in the market in our lab. Masergy 
can’t launch something that is just good enough. The tests 
we performed were, for instance, firing 7 billion packets a 
minute through this network. Or we simulated the stress 
of a hundred applications on this network. Based on this 
evidence and the outcome of such tests we experienced 
there was a difference between vendors’ specifications and 
the real performance of this software and overlay based 
networking solutions. Silverpeak, Riverbed, and Cisco 
stood out. We launched with the Silverpeak SD WAN 
solution in September last year and made it generally 

Figure 15. Schematic representation of  network services in which cloud plays a crucial role. Source: Masergy.
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available in the international markets. The other option, 
we built a proof of concept solution based on Cisco iWan, 
which will become generally available soon.”

Many of the concepts and techniques behind SD 
WAN were already available and in use. New is 
the combination of this software-based networking 
platform in a point solution for customers. It gives 
enterprise customers the next level of service and 
new possibilities. The solution can utilize any combi-
nation of broadband and high-performance private 
WAN/ Mpls connections and make this combined 
connectivity available to the application layer. Net-
work functions are expressed and controlled through 
software. This brings a lot of value to the table. “It is 
a breakthrough that an enterprise customer can turn 
up a secure tunnel himself”, states Watson. “There 
has been so much friction between network manage-
ment because of proprietary solutions; even when the 

management of the hardware boxes was outsourced. 
Nowadays a customer can make a template of a 
network tunnel and in every single copy, based on this 
scheme, an additional tunnel in full mesh is available. 
When you combine this with centralized policy and 
configuration management and dynamic policy-based 
application routing customers can prepare themselves 
for the next steps in the current cloud era.”

Popularity
The biggest driver for change is the popularity of 
public cloud infrastructure providers. In an age when 
much of an organization’s traffic increasingly flows 
from branch offices to the cloud rather than to cor-
porate data centers, SD WAN taps into all available 
network resources by dynamically directing traffic 
across all bandwidth options, from MPLS to public 
broadband connections. There is much more business 
focus when companies are sourcing their connectivity 

Generation Technology Concepts

First generation Private line Dwdm (dense wavelength 
division multiplexing)

The first generation of wide area networks were private lines 
based on lighting up a wavelength path for a single customer in a 
fiber-based connection.

Second generation ATM-networks (asynchronous transfer 
mode)

This technology enabled providers to give customers connectivity 
via virtual circuits, which supported different types of applicati-
ons. This allowed them to combine voice, data and video 
applications over the same connections.

Third generation Packet-based Ethernet networks based 
on the TCP/IP protocol

With the rapid rise of internet Ethernet and TCP/IP grew from the 
standard for local area networks to wide area networks. Virtuali-
zation via VPN enables carriers to segment customer connections 
in their infrastructure.

Fourth generation Mpls and Vpls

Multiprotocol label switching enables carriers to offer enterprises 
high-quality networks, which they can use for application connec-
tivity. Virtual Private LAN Service gives customers pseudo-wires 
to enable meshed networks between different sites.

Fifth generation Combination of internet broadband and 
software-defined networking

The application of virtualization concepts comes to the next level 
with the advent of SD WAN and Network Function Virtualization 
(NFV). Customers get new levels of control over their networks 
via SaaS-portals, virtualization of networking functions and the 
aggregation of different connection types for connectivity. These 
hybrid WAN’s enable them to combine high-quality business-criti-
cal capacity with cost efficient and less business critical internet 
capacity.

Figure 16. The five generations of  Wide Area Networking. Source: Masergy
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in the market. Agility and better access to the cloud 
are vital. “Businesses care for Salesforce.com. Not 
for the network! They want excellent access to such a 
popular SaaS-service to guarantee that 100 percent of 
all packets are sent and received through the extended 
corporate network”, continues Watson. “Today’s 
dynamic information technology environment requi-
res enterprises to be agiler as they expand operations, 
introduce new applications and migrate to public 
clouds—all while continuously optimizing costs.”

Inertia
Despite this hunger for innovation in enterprise 
connectivity the pace of adoption of new technologies 
like SD WAN moves slowly. There is a lot of inertia 
because enterprises don’t change anything unless it is 
broken. The culture is quite conservative and despite 
the advantages, customers refuse to rip out and replace 
whole networks. They are more likely to renew at a 
modest pace. It happens on a more ambitious scale 
when they are involved in a merger or acquisition 
and are challenged to integrate seven sites in a for-
ty-site setup on a short notice. Most of the times this 
inertia is not fear for new and unproven technology 
and interoperability issues alone. Compliance with 
government regulations is also an important factor 
why companies remain in place.

Despite this standstill, enterprises wake up one way 
or another because they all suffer from the Uber-syn-
drome. “Start-ups and scale-ups have proven time and 
again that business models constantly evolve when 
new technology hits the market”, states Watson. “The 
large incumbents and dominant players realize that 
they have to embrace change. They must cannibalize 
on their own model which gives them a privileged 
position in the market today, but probably not tomor-
row. To succeed in this desire for change virtualiza-
tion in the network domain will provide enterprises 
with the necessary agility. For instance, if they need to 
move traffic to two different VLAN’s, they can label 
packets and traffic with different colors for each of 
this virtual instances and they can do multi-segmenta-
tion themselves.”

Future wave
A higher level of flexibility of network technology will 
be in dire need in the future. Increased use of mobility 
solutions and the advent of the internet of things will 
result in an explosion of devices in the next five years. 
“IoT is as transformative as the arrival of the com-
mercial internet was”, concludes Watson. “Companies 
need new concepts for connectivity and security. Hard 
coded passwords for the millions of devices is a ridi-
culous concept in this new future. That won’t work 
for sure. We have to adopt network technologies that 
are both much more dynamic and cater for insecurity 
by default.”
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Configuring	the	
network for busi-
ness outcomes
The migration from legacy to cloud changes 
the nature of the connectivity demand radi-
cally. The desire to improve the agility of the 
network and to better support the continued 
adoption of cloud services has radically trans-
formed the sourcing criteria for connectivity. 
NTT Communications is provisioning an 
intangible asset like the network as a cloud 
service to meet these expectations.

In traditional networking services, there is a big diffe-
rence between expectations and reality. “The compu-
ting world has become so dynamic and agile with the 
broad adoption of public cloud services”, states Len 
Padilla, Vice President of Product Strategy at NTT 
Com Europe. “That is what companies expect for the 
whole range of IT-infrastructure, so for networking as 
well. In the old paradigm, physical boxes needed to be 
implemented to connect customers to networking ser-
vices. It is remarkable that such an intangible service 
like connectivity has been provisioned for so long in a 
physical and archaic way. We drink, eat and sleep cl-
oud and we are making a broad range of networking 
services as much as a cloud service as possible.”

To meet expectations networking services need to 
be self-service. “Customers want to make changes in 
bandwidth on different segments of their network and 
control networking costs better”, continues Padilla. 
“You can only deliver on this promise if you take out 
all the manual processes and automate the provisi-
oning of networking services. From bandwidth to 
quality provisioning and network security all those 
capabilities that were bolted on to the network by 
special purpose hardware needs to be translated in 
software in order to be automated. The only thing the 
customer will see is a small and dumb networking box 
connected to the internet. Whether it is voice, unified 
communications or cloud connectivity, customers 
click on a service in a portal and a whole chain of 
delivery will be put in motion. That is taking the 
network and make it cloud-like.”

Early adopter
To deliver this the quality and topology of the 
network must have the same characteristics as a 
cloud service. Before NTT Com had any public 
software-defined network offering the provider has 
been applying the technology extensively in its own 
datacenter. “Software-defined networking can mean 
many different things”, continues Padilla. “NTT Com 
was an early adopter of the OpenFlow-protocol and 
implemented technology in the datacenter to separate 
the control plane and the data plane before the term 
Software Defined WAN was coined. The OpenFlow 
controllers and switches we deployed made the net-
working infrastructure much more dynamic.” 

Gradually the software defined networking imple-
mentation grew in significance. NTT Com created a 
portal, for instance, to give customers the possibility 
to configure their network and firewalls. Later, this 
control plane was connected to other services and 
made available in the colocation and managed hosting 
services or private cloud implementations. The scope 
broadened when the SDN-based services became the 
glue that holds the cloud of NTT Com and the ac-
companying third party cloud network together with 
a central overlay. Under the umbrella of Arcstar Uni-
versal NTT Com offered virtualized network services 
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and customer-premise-to-data center and cloud-to-
cloud services, utilizing SDN technologies.

An acceleration on the customer side came after the 
acquisition of Virtela in 2013. This specialist in SD 
WAN technology gave NTT Com the experience and 
critical mass to use software defined networking and 
asset-light branch office networking by introducing 
virtual network functions. Padilla: “In the old days we 
provisioned lots of dedicated circuits at high cost and 
long lead times. The new offering gave us answers to 
these issues. It made the enterprise network services 
much more dynamic and offered more possibilities to 
transform enterprise IT architectures of our customers 
via the cloud. You can weigh the importance and the 
strategy of this acquisition by the speed of the integra-
tion and the execution. In two years’ time, we started 
offering services based on the new platform. It had 
super sponsorships throughout the whole company.”

Significant
The most significant business needs around connecti-
vity can better be addressed with software defined net-
working. Number one priority in connectivity is that 
enterprises want to transition more traffic from their 
own datacenter directly to the internet. Enterprises 
need strong access to public clouds. Another business 
driver is enabling mobility. Nowadays employees are 
everywhere. Enterprises can use internet infrastructure 
to serve them better and use an overlay network for 
control and compliance.

Getting employees as quickly as possible online or 
in production is of number one importance. Padilla: 
“The closer you get to the CEO the more the atten-
tion shifts to growing the business in new markets 
or through acquisitions. Expansion is top of mind in 
the market. And here innovative networking services 
show what they are worth. No executive can wait 
three months to get new branches online and deploy 
these new locations to offer products and services in 
the market. Delivering such connectivity is the fabric 
businesses need for their plans.”

Software really helps to live up to the new expectati-
ons around agility. “Configuration of the network in 
software reduces the time to get the network run-
ning”, adds Padilla. “Take for instance three different 
settings of ports. When you abstract that information, 
you can start to manage it at a higher level and make 
templates for branch network implementations. It 
makes it also easier to plug in a new location through 
the portal or make changes in the topology of the 
current network. This way you can configure the net-
work with business outcomes. A software network is 
reducing the time from the first idea to the first invoi-
ces of customers. When businesses start out operati-
ons in Australia they want invoices from that region 
as quickly as possible. You need the right network 
services to enable that.”

Deliberate incomprehension
Innovation doesn’t come easy in the connectivity market. 
According to Padilla established positions of market 
parties have been important roadblocks for innovation 
in the networking domain. “That has everything to do 
with protecting existing interests, for which this quote of 
the American 19th-century journalist and writer Upton 
Sinclair is famous: ‘It is difficult to get a man to under-
stand something when his salary depends upon he is not 
understanding it.’ Sinclair positioned his remark against 
editors and publishers of major newspapers in Califor-
nia who refused to treat his proposals for pensions and 
progressive reforms seriously. The same holds true for 
software defined networking. Until a few years ago, 
major market players only had some projects internally. 
They didn’t really drag their feet into the trend because 
they determined it wasn’t to their benefit to embrace it.”

Now next generation WAN services are becoming 
common in the market similar conservatism is seen on 
the demand side, where the dominant posture is not 
to be inclined to change. “The goal in organizations it 
is not innovating for the sake of innovation”, claims 
Padilla. “Change is embraced when organizations can 
make their business processes more predictable and 
avoid unexpectant events and risks. Software-defined 
networking comes to the front of attention because 
it can unlock possible cost savings. The more we talk 
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to sourcing executives about this network driven by 
software people start to open their mind and realize 
to the full that software-defined networking isn’t just 
a defensive play. Adapt and change is happening all 
the time. Doing that with old-style networks is too 
cumbersome. How many companies have the luxury 
of not having to change that often?”

On the demand side skepticism often comes down to 
differences between generations. “Traditional CIO’s 
and established network engineers that run the show 
now will probably not be the first movers to adopt 
new technology”, concludes Padilla. “Right now, 
you can see a shift in people running IT and there is 
a change of generations in the CIO position as well. 
Early in my career, you would have a networking cir-
cuit going until you saw that network box smoking. 
For school leavers cloud is normal and they have a 
totally different set of expectations towards techno-
logy and change. As we see the old guard retiring the 
image of change is evolving. Nothing lasts for many 
years. They want to embrace change and be able to 
adopt new technology faster if new functionality or 
hardware is giving more added value. What must be 
right is quality? That is something we never lose sight 
of, even though we need to support a steep staircase 
of change. And last but not least, high quality is in the 
genes of a company like NTT Com with its Japanese 
roots.”

Expansion in geography and technology

In 2013 NTT Com enhanced its cloud services portfolio by 
acquiring Virtela, a US-based specialist in SD WAN based con-
nectivity. The combination of Virtela’s service platform together 
with NTT Com’s global ICT infrastructure positioned the merged 
company as an enabler of multi-site cloud service opportunities. 
Virtela’s network function virtualization (NFV) technology, 
enabled the provider to virtualize its customers’ network 
equipment, such as firewalls and WAN accelerators. This gives 
enterprise customers instant service activation and a reduction 
of IT service costs.

The Japanese telecom provider NTT Group by origin increased 
its overseas position and its position in the enterprise market 
considerably when it acquired Dimension Data in 2010. The two 
companies complemented each other geographically as NTT Com 
originally operated mainly in the Asian market and to a lesser 
extent in North America and Europe. With Dimension Data the 
service provider strengthened its position in Europe, the Middle 
East. Nowadays NTT Group is a global player with infrastruc-
ture and offices in 124 cities in 43 countries, connecting 
networks to 196 regions around the world.

Apart from SD WAN 2013 was also an important year for NTT 
Group in other respects. It bought managed security service 
provider Solutionary to strengthen its portfolio. This company 
was a leading provider of security consulting and managed 
services in North America and it enabled NTT Group to provide 
a wide set of solutions around governance consulting, risk 
management, compliance, and security system design, managed 
security services, threat intelligence, and analytics. Also, 
other technology acquisitions have strengthened the portfolio 
of NTT Com. The service provider acquired RagingWire, a U.S. 
data center provider. Besides doubling its data center space in 
the United States, NTT Com took advantage of the data center 
provider’s patented design, which increased the infrastructure 
density considerably.
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Unlock the potenti-
al of networking
Increased cloud utilization has changed the 
demand for network services radically. To meet 
these new business requirements in the market 
Vodafone Group is deploying several flavors 
of software defined networking in its network 
product offerings. The provider even plans to 
go an extra mile by opening its network with 
standard API’s to facilitate third parties in 
accelerating cloud innovation.

The decade-plus dominance of the all-MPLS WAN 
is waning and hybrid network solutions that combi-
ne enterprise-grade connectivity with internet access 
and mobile connections are becoming the standard. 
As corporate computing is shifting more and more 
to the cloud, executives sourcing connectivity are left 
with the task of making sure the corporate networks 
facilitate flexible access to cloud services and accom-
modate the resulting shifts in network traffic. Enter-
prise computing is becoming a hybrid world. The 
geography and technology of corporate networks are 
now intertwined with the location of corporate data 
centers, neutral colocation facilities, and cloud provi-
ders’ presence. 

What kind of connectivity do enterprises need in 
this new world? More and more enterprises are 
putting cloud computing at the top of their strate-
gic agenda. “Cloud-based unified communications 
services can transform employee productivity, help 
teams collaborate remotely around the world, and 
cut operational costs”, states Mark Bennett, head 
of global fixed connectivity products at Vodafone 
Group. Bennett joined Vodafone in 2012 when the 
mobile provider acquired Cable & Wireless, where 
he held a position as a senior product management 
executive for the IP-VPN Mpls and internet broad-
band products. Following this acquisition Vodafone 
heavily invested in an IP-based worldwide core net-
work, which enables enterprises to converge their 
Wide Area Networks onto a single secure, resilient 
and future-proof network, with coverage in over 
182 countries.

Faster change 
Networks are undergoing a radical change, the 
biggest change probably for some time to come. In 
the last years Vodafone has significantly enhanced 
the capabilities of its networks by rolling out it’s 
Global IP-MPLS network to 73 countries, launching 
100Gbps high speed, low latency Ethernet between 
26 countries leveraging over 1million kilometres of 
fibre assets, launching 4G Broadband VPN access 
in 13 countries and realize other significant im-
provements in the network infrastructure. But the 
biggest change is introducing a software layer in the 
network, which can be used to control the network 
through software and to configure and manage 
nodes and connections. Through its Project Ocean, 
Vodafone has defined an architecture that will gre-
atly reduce the operational complexity and cost of 
the network

8
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But most of all enterprise customers can benefit from 
dynamic networking services. The new software layer 
enables Vodafone to make access to cloud services 
much more flexible for customers. “It is very impor-
tant to enable the adoption of cloud services and 
empower organizations to support their workforce 
with mobile computing”, Bennett continues. “In the 
past, configuring a network usually involved manually 
updating routers in different locations and multiple 
site visits to provide additional capacity, network 
functions, and security services. The network has 
become more agile through the SD WAN services. We 
can facilitate a consumption based network through 
automation of the supply chain to a great extent.”

In the old connectivity paradigm, there was a big 
distinction between retail internet connections versus 
enterprise grade Mpls. “Software-defined networking 
has turned this distinction into capabilities which are 
complementing and strengthening each other instead 
of competing with each other”, continues Bennett. 
“In the network technology market area a lot of 
innovation and development is going on. In the new 
generations of products, the capabilities to control the 
network have greatly increased. Vodafone has 
initially deployed SD WAN services based on the Cis-
co Iwan-product. Customers can combine standard 
internet connections, LTE broadband alongside 
IP-VPN MPLS and steer traffic on the best path to 
facilitate a great application experience and adhere 
to compliance policies at the same time. This is the 
efficiency of the WAN you need to support higher 
bandwidth demand with a neutral impact on budgets. 
We are co-creating with Cisco to enhance this product 
and drive control and flexibility of the network even 
further.”

SD WAN is also bringing new capabilities. “We 
intend to be able to turn up sites in our markets in less 
than two days”, adds Bennett. “That is the target we 
are working towards maximizing on our mobile net-
works scale. With software configuration of large net-
works can be done in days instead of weeks. This pace 
also accelerating because there is a significant choice 
of cloud providers which we can connect customers 

directly to. The beauty of SDN is that we can use LTE 
for more than backup alone. We can burst the right 
traffic to this connection as well when it is needed. 
Analytics is becoming very important to analyze band-
width consumption and application performance, but 
analytics can increase security standards as well. We 
can detect anomalies in the network much easier and 
can offer added value by offering threat advisory.”

A big differentiator for Vodafone is end-to-end 
networking. “Vodafone can like no other company 
provides customers with guarantees about service 
quality and availability to all of their national and in-
ternational locations”, continues Bennett. “Many SD 
WAN suppliers and other over the top providers can’t 
offer end to end networking for customers on a large 
global scale like we do because of the combination of 
fixed and mobile network presence and this dynamic 
software overlay. In many international connections, 
many handovers between carriers in the network are 
needed. If something goes wrong it is hard to say 
where and how to resolve this incident and bring the 
service back up for the customer as soon as possible.” 
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Innovation
Vodafone is evolving its networks, group-wide, 
under the Ocean program and intends to introduce 
an enhanced ‘Ready Network’ product portfolio of 
SDN and Network Functions Virtualisation (NFV) 
products. Vodafone is significantly investing in the 
roll-out of the Ready Network, an open and highly in-
terconnected, on-demand, network platform and suite 
of products, specifically designed to enable the digital 
‘Ready Business’ to securely connect its locations, 
people, devices and the cloud. The first services in the 
Ready Network portfolio will be provisioned by the 
end of this year. “This newly built platform is vendor 
neutral and based on software defined networking 
principles and network function virtualization”, con-
tinues Bennett. “This platform presents opportunities 
for greater efficiency and customer agility by intro-
ducing automation in the provisioning. But the most 
important driver for change is the possibility of choice 
we will give customers to buy software based network 
and security services from a range of providers over 
the Ready Network.”

One of the first product capabilities to launch on 
a short notice will be a next generation VPN Plus 
product. This SD WAN based on this new platform 
supports multi-vendor virtual network functions and 
will have enhanced self-healing technologies. By defi-
ning key performance indicators for specific activities 
certain events will trigger a process to change the 
capacity of network services. This makes it possible 
to spin up another firewall when a denial of service 
attack threatens to flood a system and to move the 
traffic and start analyzing and cleaning it. The new 
platform gives other providers the possibility to offer 
additional services. The Fortinet Secure gateway is 
an early example of such a cloud service. Enterprise 
customers will get access to a broad range of inte-
grated network and security vendors. The platform 
is open for external developers to load it with other 
functions by coding solutions and connecting them to 
the platform with standard application programming 
interfaces (API). 

 Vodafone’s journey in virtualizing network 
services 

Vodafone is forging ahead with a network transformation based on 
software-defined networking (SDN) and network function virtua-
lization (NFV) technologies for several years now. Under the code-
name ‘Ocean’, Vodafone claims to have designed a global software 
defined network architecture which will be rolled out in over 26 
different operating companies enabling it to virtualize much of its 
network and reducing costs and improving the customer experien-
ce. It is a complex transformation because a close collaboration is 
needed among the company’s operations, engineering, and techno-
logy teams. Investments include hardware appliances, orchestrati-
on, and critical business processes as well. 

A big driver for change is increasing operational efficiency and 
gaining a more holistic overview of the network through a new end-
to-end architecture. The evolved packet core (EPC) has emerged as 
one of the most feasible examples for demonstrating the benefits 
of NFV. EPC unifies voice and data on an Internet Protocol-based 
network. It enables the deployment and combination of several 
different access technologies 2G, 3G, Wifi, LTE and fixed access 
(Ethernet, DSL, cable, and fiber) on the same core network. By 
making traditional network elements software-based Vodafone can 
run and scale this network much more economically. 

Another major plus is that Vodafone can serve its customers much 
better. The virtualization of network services and unlocking 
it via a portal enables customers to combine ordering network 
connections and bandwidth together with access to crucial cloud 
services. To drive this further, providers like Vodafone realize that 
they need the next level of standardization and openness in their 
operating platforms. Many service providers have deployed NFV 
software on their own platform but few have the tools in place to 
orchestrate and manage this software from multiple vendors. But 
the OSS BSS system and platform market is highly fragmented. 
Cisco, Ericsson, Huawei, and Nokia have signed a Memorandum of 
Understanding (MoU) to create the NFV Interoperability Testing 
Initiative. A series of initiatives and services have been launched 
to help organizations determine what NFV software is compatible 
with a specific management and network orchestration platform to 
foster the desired interoperability. 

To speed up innovation Vodafone and several other global carriers 
among which BT, China Mobile, NTT, Orange, and Telefónica are 
working with the international industry association TM Forum on 
standards for digital business. They are developing and adopt a 
broad range of open API’s for product catalog items or trouble tic-
kets as part of their IT strategies in order to attract new business 
partners and spur the development of new digital offerings. Any 
communication provider that wants to offer services across the 
local loop nowadays must knock on the door to ask which parti-
cular services can be offered at a specific location. In the future 
providers can call up the API to find out what services a particular 
provider could offer at any given location. 
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Appetite
Enterprises are accustomed to very long contract 
cycles in WAN services. The appetite for innovati-
on is leveling up with the reluctance for risk in the 
connectivity market. Heavy adopters of cloud move 
on to next generation WAN services. Bennett expects 
that also enterprises that are coming out of contract 
will allure to change: “There is a big desire to opti-
mize costs, but also to accelerate the consumption of 
cloud services and to transform and future-proof the 
network supporting Enterprise digitization. The tech-
nology of software defined networking is maturing 
and fusing next generation WAN services with a lot 
of innovation. It is time to unlock this new potential 
and start to enjoy the innovation of software-based 
networking services.”
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Conclusions
The change in WAN services that is created by 
software-defined networking is significant. On 
the one hand, it is remarkable that network 
virtualization has taken off in the connectivity 
market and not in the data center market whe-
re it could also be used to solve bottlenecks. 
The management layer in SD WAN solutions 
enables customer organizations to get a lot 
more insight into their WAN connections, 
irrespective from technology-specific solutions, 
and thus in the performance of the application 
stack.

It is precisely the fulfillment of these urgent needs in 
the market, that accelerate the adoption of network 
virtualization in the WAN market. For this reason, it 
is not surprising that in the highly-fragmented data 
center infrastructure market, the business case for an 
open and much more dynamic network is a bit more 
difficult. In the sections below, we walk in detail 
through the key observations about the changes in 
WAN services that are caused by network virtualiza-
tion and how customer organizations can respond to 
these changes.

Supply side embraces virtualization to 
address customer demand better
As argued in previous chapters, carriers, telecom 
companies, and service providers embrace network 
virtualization to respond better to market demand. 
Companies that have provided added value in the 
international WAN connections market welcome the 
arrival of SD WAN solutions to build a position in 
other parts of the WAN market. Examples of these are 
Masergy and NTT. Last year, Masergy included an 
SD WAN solution from Silverpeak in its own port-
folio that allows customer organizations to combine 
and access MPLS connections and retail Internet for 
the entire application stack. The WAN has become a 
hybrid network that combines high-quality connecti-
ons with a cost-efficient approach. In the new genera-
tion of WAN services, standard internet connections 
experience a true emancipation of enterprise-grade 
connection.

Agility
A software layer in the network also helps to meet 
new expectations regarding agility. Time is money and 
programmable networks enable NTT Com’s custo-
mers to get business locations online faster, making 
employees more productive. No customer organi-
zation wants to wait three months to connect new 
businesses to the corporate network. The flexibility 
is possible because application of templates enables 
faster network deployments. In this way, it is easier to 
keep up with constant changes in organizations than it 
was with conventional networks.

The switch to programmable networks is a difficult 
barrier to overcome for most service providers, alt-
hough it is considered essential for the connection to 
the future. Not the immaturity of technology got in 
the way for a long time, but more the vendor specific 
legacy networks and business operating systems. Len 
Padilla, Vice President of Product Strategy in NTT 
Com, is most explicit in his statement that established 
positions of market players obstructed innovation for 
a long time because it was seen as a threat to the sta-
tus quo. Thus software-defined networking remained 
longer than necessary in laboratories.

9
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Old yoke
But most market players have switched direction now. 
All providers get rid of their old yoke and embrace 
open standards and standard hardware in combi-
nation with network technology that will run as a 
software application on this infrastructure. Open 
standards and interoperability of network software 
are seen by providers as an essential means to meet 
customer demand faster, better and at a lower cost. 
This transition is a major process that can be seen at 
KPN and Vodafone, who remodel their technology, 
portfolio, and underlying processes in order to carry 
out simplifications.

Breaking up their operational management platforms 
is an important condition to make their network 
infrastructure management much more dynamic. 
Network engineers are no longer needed to complete 
those connections on site. Instead standard hardware 
is shipped and customer organizations help themselves 
by plugging in this device alone. A click in a checkbox 
in a customer portal initiates an automated delivery 
process of the service such as we have become so 
familiar with in other parts of the standard IaaS-port-
folio. Agility of network services also means a flexible 
pricing model and terms of use. In the WAN connecti-
ons market, the customer is becoming more and more 
king.

Besides operational efficiency and faster response to 
customer demand, the programmable network enables 
KPN and Vodafone to position their network services 
as part of a wider range of cloud services. The law of 
Metcalfe, named after Robert Metcalfe, the founder 
of 3COM and inventor of the Ethernet protocol, is 
illustrative. This law states that the value of a net-
work increases quadratic with the number of connec-
ted devices. With the rise of internet and cloud, this 
principle of value increase also applies as a network 
uses more apps and cloud services. Vodafone is most 
clearly in favor of a new future as a broker of a wide 
selection of cloud services that are accessed through 
the network.

Demand for better connections with the 
cloud encourages change
The demand for new forms of cloud connectivi-
ty further enhances the innovation process among 
providers. Important examples are cloud connects 
or gateways in the public cloud that quickly and 
efficiently give customer organizations access to 
specific network functionality. In the market, better 
application traffic support is an important reason for 
customer organizations to choose for next generation 
WAN service. SaaS services and other cloud services 
have become popular and in the meantime have had a 
significant impact on network traffic. In many existing 
IT environments, Internet traffic is sent to a central 
location to pass through a firewall. Such an approach 
reaches its limits if a significant part of network traffic 
in decentralized locations also consists of business 
critical internet traffic.

Some cloud applications are so important to customer 
organizations that they want to access them through a 
dedicated connection to the cloud service providers to 
ensure optimal availability and performance. Market 
players bring out separate cloud connects to facilitate 
this infrastructure demand. With so-called interconnec-
tions to public cloud services of, for example, Microsoft 
Azure or AWS, VLAN links open up this central infra-
structure to all locations of a customer organization.

This kind of services are available in a datacenter 
hotspot like the Amsterdam area. In the perimeter of 
the Dutch polder, these kinds of services increasingly 
appear in regional data centers as well. Connecting 
to these services is a lot more cost effective than loose 
links with these cloud services. At the same time, there 
is no need to look after at the management of such a 
facility. These data centers will in due course also beco-
me relevant for global WAN connections and 
international connections. This is the trend that, after 
software, server capacity and storage, the network 
becomes the fourth domain in the IT infrastructure that 
looks for a place and finds it in the cloud.
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The hegemony of MPLS is over
The dominance of MPLS in the market is coming to 
an end. Overlay techniques such as SD WAN have 
made the retail internet a fully-fledged alternative 
for providing enterprise connectivity. Certainly, as 
in a hybrid WAN approach, MPLS is combined with 
other forms of access like retail internet and LTE, this 
creates stratification that benefits the availability. The 
WAN has become hybrid.

Customer organizations would like to see that stan-
dardization on internet connections significantly re-
duces connectivity costs as well. In many cases, where 
a new design of the WAN is being considered, cost 
reduction will initially be difficult to realize. Newco-
mers on the market base the prices of their offer for a 
significant part on premium prices paid for MPLS. At 
the same time, established market parties are willing 
to significantly lower the price of the MPLS services in 
larger network configurations. This leads to less con-
trast in pricing between old and new to get a positive 
case for WAN innovation. Better facilitation of agility 
will be the most important argument in many cases. 

WAN Innovation - not operational but 
strategic
At present, there is a lot of attention for cloud in the 
board rooms. The network plays a crucial role in achie-
ving these ambitions. Not only because it provides the key 
to better connectivity to cloud services. Also, business wis-
hes like agility or better performance of applications that 
depend on the network are closely linked. Traditionally, 
responsibility and strategy around the network have often 
been delegated far away in the organization or handed 
over to a supplier. As a result, customer organizations run 
the risk that investment in the network is not in line with 
the firm’s cloud ambitions, formulated elsewhere in the 
organization.

Only with a long-term vision on the network, atten-
tion will shift from solving incidents to a corporate 
network that will make business goals achievable. The 
plans around the corporate network seem to be per-
manently carved in a here and now perspective. The 

network should facilitate applications much better, 
regardless of what platform this application stack is 
running on. Network virtualization can provide the 
necessary transparency for the short term indeed.

But organizations should keep long-term goals in 
mind as well. Much more attention needs to be paid 
to this. Organizations need new skills when network 
services become programmable. As with other data 
center facilities, infrastructure and management are 
largely driven by templates, a trend that is also refer-
red to as ‘infrastructure as code’. A new vision must 
be formed for the sourcing of connectivity and the 
necessary capabilities, within or outside of the orga-
nization. Only when this receives sufficient attention, 
companies can not only formulate their ambitious 
cloud plans but also implement them. 

Simplification and standardization incre-
ase transparency
The benefits of a reduction in the complexity of their 
networks appear to be primarily attributable to service 
providers. But on the demand side of the market, it 
will also make the necessary positive changes. With 
the arrival of a management platform for the corpo-
rate network in the form of a SaaS application, client 
organizations receive an important means of standardi-
zing their networks and gaining a great deal of insight 
into network traffic. The delivery model changes as 
customer organizations receive a router, as simple and 
standardized as possible, or even can use their network 
services as software.

This transparency will first address topics located 
at the top of the business agenda. More and better 
insight into the performance of applications on the 
network is a number one priority in almost every 
customer organization. Insight into application traffic 
on the network enables them to solve bottlenecks 
and improve end user experience and better connect 
network services to strategic plans. In the long term, 
transparency will also transpire in other parts of the 
network service. The on-demand consumer model will 
facilitate new business models and make the margins 
around WAN connectivity transparent. In the rest of 
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the IT infrastructure market, virtualization has made 
the customer king. Network virtualization will cause 
similar effects in the WAN service market.

Change involves risk
In the market for connectivity, there is a conservative 
attitude that does not make innovation come easy. 
Established interests give MPLS more weight than the 
state of technology justifies. In many cases, customer 
organizations also adhere to the status quo because 
they don’t like change. The example of the Ameri-
can starter 128 Technology in this paper shows that 
innovation in WAN connectivity can add much value 
when organizations are willing to stick their neck 
out. The secure vector routing concept of this start-up 
introduces session awareness in the network that can 
bring both reliability and security to a new level. Also, 
the business model of this starter is based entirely 
on capacity consumption. The latter is very different 
from other newcomers which only differ slightly in 
their market prices from the MPLS services.

However, change comes at a price: more risk. They 
do not lie so much in childhood diseases of the 
technology. The SD WAN solutions that existing 
players have included in their offer have general-
ly been extensively tested. The risks arise, because 
organizations are switching to new technology which 
requires new capabilities. Network functions that 
were previously facilitated from hardware such as 
a firewall or network traffic optimization, with the 
advent of network virtualization are powered by 
software instead of hardware. Organizations need 
new skills when network services become program-
mable. Gaps between the old and the new situation 
must be avoided. In addition, there are operational 
risks around start-up cloud companies. They have 
made significant initial investments to bring their so-
lutions globally to the market. On the revenue side, 
their sales are not yet guaranteed because they have 
to conquer their own place in the market. As the 
market is growing rapidly, the expectation is, that 
such operational risks will last for another five years. 
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